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1. O0mue NoJIOKEeHHS

Hacroswas ITonutHka oOpabOTKH M 3alUKTHI |

MEPCOHANBHBIX JAHHBIX (nanee -
«IMonnTHKa») Oneparopa MEPCOHANBHBIX
JOaHHBIX —
OTBETCTBEHHOCTBIO
«Komnanus»),

«HUTTCEH»
MECTO

BH. Tep. TI. MYHHUMINAIbHBIH  OKpYr
Taranckuii, yn. Taranckas, n. 17-23, atam 2,
nomeluenue I, komuarel 16, 18, 18a, 186, 188,
19-27, 30-36, 36a, 38, 39a, 396, 39s,
onpezenseT OCHOBHbIE MPUHLMILI, NOPAAOK
W YcloBHs 00pabOTKM  MNepCOHAIbHBIX
nanubix (nanee — «II{n»), TpeboBaHua K
samuTe I1]IH, a Tak)ke OCHOBHbIE IpaBa M
obazanHocTH cybwekToB II/IH M oneparopa
I1dn.

Hacroswas [lonutuka ABIseTCS OCHOBHBIM
PYKOBOAAUIMM JIOKATbHBIM  HOPMAaTHBHBIM
aKTOM Komnanuuy, onpeaensoumM
TpeGoBaHHSs B OTHOLIEHHH 00paboTKH H
3auuThl [1/]H.

IpranunL] 06padoTKH MEepCOHANBHBIX
AaHHBIX

Komnanuei
COOTBETCTBHH c

OGpaboTka ]I
OCyILECTBNAETCA B

O6uecTBa ¢ OrpaHHYEHHOH |
(nanee —
HAXOMIEHHA: |
Poccuiickas ®enepauus, 109147, r. Mockea, |

1:1;

1.2.

2.1

1. General provisions

This Policy for the processing and protection
of personal data (the “Policy™) drafted by the
personal data operator, i.e. Limited Liability
Company IPSEN (the “Company”) at:
Russia, 109147, Moscow, int. territ. city
municipal district Taganskiy, Taganskaya
street, 17-23, 2nd floor, office 1, rooms 16,
18, 18a, 18b, 18v, 19-27, 30-36, 36a, 38, 39a,
39b, 39v, defines the basic principles,
procedure and conditions for processing
personal data (the “PD”), the requirements for
protecting the PD and the main rules and
obligations of personal data subjects and of
the PD operator.

This Policy is the Company’s principal
internal guide that defines the requirements
for processing and protecting the PD.

Principles of processing personal data

The Company processes the PD in



3.1.

NPpUHLUHIIAMH!

3aKOHHOCTH H CNpaBeMVIMBOCTH Leneid M
cniocobor obpaborku I1/1H;

orpanuueHus o6padorku [1/IH nocTwrennem
KOHKPETHBIX, 3apaHee OnpeleNeHHbIX H
3aKOHHbBIX LEJICH;

HEeoNVIIeHUs o0beauHeHus ©6a3 naHHbIX,
coaepikawmx  T1JQn,  obpadoTka KOTOpbIX
OCYLUECTBIISIETC B LEJIAX, HECOBMECTHMbIX
MEXKIY cO00i;

COOTBETCTBHA o0ObeMa W  coaep)KaHus
obpabarbipaembix [1/lH uenam obpaboTku

[1/TH;

HezonycTumocTH oopabortku /1, koTopas
MO3KeT ObITh HECOBMECTHUMA ¢ LiefisMH cOopa

[1]1n;

obecrieyeHms TOYHOCTH [1/1n, UXx
JAOCTATOYHOCTH, @ B HEOOXOMMMBIX CITyuasx
aktyaneHocTH 1[I0 nons uwenedh  ux
00paboTkH;

xpavenus [1/IH B Qopme, nosposnsiowed

ornpenenuts cyobekra [1/1H, He nonblue, yem
sToro TpeGyioT uenu obpadorku ITJTH.

Ilenu o0padboTKH NePCOHANBHBIX JAHHBIX

Komnanus ocyumecteaser obpaborky I1/IH B
CJIEIYIOLIMX LENAX:

HCIIONIHEHHS MpaB W 00f3aHHOCTEH CTOPOH
TPYIOBbIX OTHOLUEHHH;

vH$opMaLHOHHOrO obecreyeHus: TPYyI0BO#H
JesTeNbHOCTH paboTHHKA,

obecreyeHuss OpraHM3alMd M peau3aLuH
€IMHBIX BHYTPHIPYTIOBBIX Ou3Hec-
npoueccos rpynnel komnanuii MIICEH B
OTHONIEHHH PabOTHHKOR;

OpraHu3aluM MapKETHHIOBBIX U
COLIMANBHBIX aKTUBHOCTEH pabOTHHKOB;

paccMoTpeHHus BO3MOMHOCTH
TPYAOYCTPOICTBA KAHIWIATOR;

3.

accordance with the following principles:

purposes and methods for processing the PD
are legitimate and fair;

processing of the PD is limited to achieving
specific and lawful purposes set in advance;

it is not permitted to combine the databases
which contain the PD processed for mutually
incompatible purposes;

the volume and content of the processed PD
correspond to the purposes for processing the
PD;

it is not permitted to process the PD where
such processing is incompatible with the
purposes tor which the PD was collected:;

it must be ensured that the PD is accurate,
sufficient and, where necessary, updated for
the purposes of processing the PD;

the PD is stored in a format allowing for a
personal data subject to be determined but not
for a longer period than required for the
purposes of processing the PD.

Purposes of processing personal data

The Company processes the PD for the
following purposes:

to ensure performance of rights and
obligations by the parties to employment
relationships;

to ensure information
employee’s labour activity;

support of an

to ensure that unified internal business
processes are arranged and implemented with
respect to employees within the IPSEN
Group;

to organize the employees’ marketing and
social activities;

to consider the possibility of employment of
candidates;



OCYLLECTBIEHHUS H BbITIOJIHEHH A
BO3JIOJKEHHBIX 3aKoHonarenbcTBoM PD u
MEeKIyHapoaHbiIMM  gorosopamMu PO Ha
paboronaresns (yHKUMH, TMONTHOMOYMH H
o0s3aHHOCTEH B OTHOLIEHHH POJACTBEHHHKOB
paboOTHHUKOE;

NpeaoCcTaBieHuUs POACTBEHHHKAM
palGOTHUKOB JILFOT W KOMTEHCALMH;

O(l.)OpMJ'lCHMH MHUI'PalHOHHBIXN W BbIC3AHbIX
JOKYMEHTOB /14 Bbl€3Ja 3a pyﬁem HJIHN

Bbe3la Ha  TeppuTopuio  Poccuiickoi
®denepaluy, COAEHCTBUS B  BBINOJHEHHH
MHBIX TpeboBaHuH MMFPauMOHHOTO
3aKOHOJATeNbCTBA POACTBEHHHKAMH
pabOTHUKOB;

CBA3M B IKCTPEHHBIX  CHUTYaLUMsX ¢

POACTBEHHUKAMHW PabOTHUKOR;

OpPraHu3aLrHi KOPIIOPaTHBHBIX MEPONPHATHH
B OTHOLIEHHWH POJCTBEHHHKOB PabOTHHKOB,
BKJTIOUAS NMPeJOCTaBIEHHE NTOJAPKOB JETAM,

OCYLIECTBIICHHS 7 BBINOJIHEHHUS
BO3JIOKEHHBIX 3akoHojaTelbcTBOM PO U

MeXIyHapOAHbIMH Joropopamu P® Ha |

onepatopa  GyHKUMI, TOJIHOMOYHH H
00s3aHHOCTEH B OTHOLIEHHUH JIHL, BXOJAIINX
B Opra"bl  YIpaBJIEHHA, u ML,
YCTaHABNHBAIOLIMX (OCYLIECTRAAOLINX)
KOHTPO/b B OTHOUIEHWH KOMIaHWH;

B3aUMOJIeHCTBHUA B
KOMIIAHHH B  OTHOLUEHWH
FpyMIbl KOMITAHHH;

paMKax
paboOTHUKOB

3aKJIFOYEHHs, H3MeHeHHs (B TOM uucie
NpPOJUICHHS) M MCIMOJHEHHs JIOrOBOPOB C
KJIHEHTAMH H KOHTpareHTaMH -
IOpI/l,IIH‘{eCKHMH JIMLaMH,;

3aKIIOYEHHS M

BECHHWA NneperoBopos,

rpymnsl |

HCMOJIHEHHS JOrOBOPOB ¢ KOHTpAareHTaMH — |

(U3MYECKUMH JTMLIAMH;

KOMMYHHKallMd — H

CyOBEKTOM NepcoHaNbHBIX JaHHEBIX,

B3aUMOJEHCTBUA  C |

ABNAKOLIUMCA MEIWIHHCKHUM CNIELIHAJIMCTOM;

OpraHM3alid WWIKM TPOBENEHHS Hay4YHbIX
MEpOTIPHATHH,
meponpuatuii UTICEH, cemuHapos, Jex1Hid,

UH()OPMALIMOHHBIX |

to perform the functions and assume powers
and obligations imposed on the employer
with respect to the employees’ relatives by
Russian legislation and international treaties
to which Russia is a party;

to provide benefits and allowances, including
insurance to the employees’ relatives;

to issue migration and travel documents to
travel abroad or enter into the Russian
Federation, assist the employees’ relatives
with  fulfilling other requirements of
migration legislation;

to contact the employees’ relatives in case of
emergencies;

to organize corporate events for the
employees’ relatives, including giving gifts
to children;

to perform the functions and assume powers
and obligations imposed on the operator by
Russian legislation and international treaties
to which Russia is a party with respect to the
persons who are members of the company’s
governing bodies and persons (entities)
establishing (exercising) control over the
company;

to interact within the group of companies
with respect to the employees of the group of
companies;

to conclude, amend (as well as extend) and
perform  contracts with clients and
contracting parties that are legal entities;

to negotiate, conclude and perform contracts
with contracting parties that are individuals;

to communicate and interact with the
personal data subject who is a medical expert;

to organize and/or hold scientific events,
IPSEN information events, seminars,
lectures, publication of articles and materials
for healthcare professionals;



I'Iy6J'IHKaI.lHI-'I craTell M Marepuanos s
CNEUHATIMCTOB 31paBOOXPaHEHHA;

HaMpaeneHusl 3anpocoB O MOTEHIMAIBHOM
COTPYHHYECTBE (ycnyru KOL)
CreLManicTaM 3paBoOXpaHeH s,

obecneueHus (anMUHHCTPATHRHOM
NoJZepkKKH) 3anoiaHeHus W oOpaboTkM
sanpawmBaembix  MIICEH  nokvmenTor
CHELMATIMCTOB 3APaBOOXPAHEHMS;

B3aUMOICHCTBUA C Cy6'b€KTOM
NEPCOHAJIbHbIX JaHHbIX no BOIpocamM
KJIMHUYECKUX HCCNeNOBaHHH B OTHOLIEHHH
CNEUHAJIMCTOB 3IPpaBOOXPaHEHMH ]

00paboTKK 3anpocoB Ha MpeaocTaBleHHe
MEAMUMHCKOH MHGOpMaUMK B OTHOLIEHHH
CrelHaIUCTOR 3APABOOXPAHEHHS:

B3aUMO/IEHCTBHS c cyObeKkTOM
NEepCOHANBHBIX  JIAHHBIX 10 BOMpOcaM
packpbiTs MHPOPMALMM O MeIMLMHCKHX
crieLMaaMcTax B COOTBETCTBUH c
NPUMEHHMBIM 3aKOHOJATENbCTBOM H
perynupoBaHHemM (BrutOYas
CaAMOpPEryJIMPOBaHHE), B TOM YHCIEe B
cootBeTcTBUH ¢ KoaekcoMm Hannexauiel
NPaKTHKH AcCCOLHALMH  MEXIYHapPOIHBIX

dapMalleBTHUECKHX [IPOU3BOAUTENIEH
(AIPM) B OTHOWIEHHH CHELHAIHCTOB
31PaBOOXPAHEHHH;

dopMHpOBaHHA CNpaBOYHMKA Bpaue s
pa3sMElIeHMs Ha COOTBETCTBYIOIIEM BeO-
caiTe B OTHOLIEHMHM  CNELHAIHUCTOB
3paBOOXPaHEHMS;

obpabotku oOpainenuit notpebuteneii u

Pernoprepos;

HCMOIHEHUsT  TpeDOBaHWH  MOHMTOpHHra
st dexTuBHOCTH H HezonacHoCTH
JIEKapCTBEHHBIX CPEICTB, B  YaCTHOCTH
Qapmakonangzopa (B TOM  4Hcle MO

obpaboTke obpawennii ¢ uHGopmauued no
OezonacHOCTH MPOAYKTOB,
JEUCTBUAX W HEXKENaTeNbHbIX peakiHax) B
OTHOLIEHHUH NOTpeduUTelIeH U penopTepos;

[IPOBEICHMs MEeponpuaTHH M obecrnedeHus
y4acTH B HHMX CYOBEKTOR TNepcOHaJIbHBIX
JaHHBIX B OTHOLIEHHH  MOCETHTENeH
MEPONPHATHH;

NOOOYHBIX |

to send requests for potential cooperation
(KOL services) to healthcare professionals;

to provide (administrative support) filling and
processing of healthcare professionals’
documents requested by IPSEN:

to interact with the subject of personal data on
issues of clinical trials with respect to
healthcare professionals;

to process requests for the provision of
medical information with respect to
healthcare professionals;

to interact with the subject of personal data on
the disclosure of information about medical
professionals in accordance with applicable
law and regulation (including self-
regulation), including in accordance with the
Code of Good Practice of the Association of
International Pharmaceutical Manufacturers
(AIPM) with respect to healthcare
professionals;

to compile a physician directory to be posted
on the relevant website with respect to
healthcare professionals;

to handle consumer or reporter applications;

to comply with the requirements for
monitoring  efficiency and safety of
medicines, specifically Pharmacovigilance
requirements (including when complaints are
handled regarding the safety of products,
side-effects and adverse drug reaction) with
respect to consumers and reporters;

to hold events and ensure that personal data
subjects participate in such events with
respect to visitors of events;



4.1.

MOANOTOBKH MPE3eHTALHOHHBIX MaTepHANIOB
U1 MEPOTNIPUSTHI;

OCYLLECTB/IEHHS M BbIMOJHEHHA (QYHKIHH,

MOJTHOMOYUIA H o0s3aHHOCTEH,
BO3JIOKEHHbBIX Ha oneparopa
3aKOHOOATEJILCTBOM Poccuiickon
®Denepalinu H MEXAYHaPOIHBIMH

noropopaMu  Poccuiickol  denepauuun B
pamKax MeponpusTHH KOHTPOJIA;

CornacoBaHus, 3aKJIIOYEHUA W HCNOJHEHHS
JOrOBOPOB  BHYTPUIPYNMOBOH  CepBHCHOM
MOAJIEPAKKH.

TIpaBoBeie ocHOBaHHA 00paboTKH
NepCOHA/ILHBIX JAHHBIX

IlpaBoBbIMH OcHOBaHMAMU s 00paboTku
[1/I0 gaBngioTcs, B TOM UHCTe:

['pasknaHcKUH Poccuiickom
denepaumy;

KOACKC

Tpynoeoii koneke Poceubickoit @eaepaumu;

Hanoroseiii Poccuiickoi

Denepauuu;

KOIOEKC

DenepaneHblit 3akoH oT 15.12.2001 Ne 167-
®3  «O6 obs3aTeNbHOM  NEHCHOHHOM
cTpaxoBaHuM B Poccuiickoit ®enepauumn»;

denepabHblil 3akoH 0T 24.07.1998 No 125-

D3 «O06 ob0sA3aTensHOM  COLMAJLHOM

CTPaxOBaHHM OT HECYACTHBIX CJIy4aeB Ha
npodeccHOHATLHBIX

MPOM3BOACTBRE H
3a00J1eBaHUI»;

®denepanbHblii 3ak0H 0T 29.12.2006 Ne 255-

D3 «0O6 obg3aTenbHOM — COLMANBHOM
CTpaxOBaHMM Ha  cilyyal  BpeMeHHOH
HETPYJOCMOCOOHOCTH W B CBA3H  C

MATEPHHCTBOM»

®enepanbHblii 3akoH oT 25.07.2002 Ne 115-
@3 «O NpaBoBOM NOJIOKEHHH HHOCTPAHHBIX |

rpaxnal B Poccuiickoit ®enepaummy;

®denepanbHbiit 3akoH o1 18.07.2006 Ne 109- :

@3 «O MMrpalHOHHOM Y4€T€ HHOCTPAHHBIX
rpakaad W ady 0e3  rpaxaaHcTBa B
Poccuiickoii @enepauuun»;

4.1.

preparation of presentation materials for
events;

implementation and performance of the
functions, powers and duties assigned to the
operator by the legislation of the Russian
Federation and international treaties of the
Russian Federation as part of control
measures;

Coordination, conclusion and execution of
intra-group service support agreements.

Legal grounds for processing personal
data

The following, among others, constitute the
legal grounds for processing the PD:

the Russian Civil Code;

the Russian Labour Code;

the Russian Tax Code;

Federal Law No. 135-FZ “On compulsory
pension insurance in the Russian Federation™
dated 15 December 2001;

Federal law No. 125-FZ “On compulsory
social insurance against workplace accidents
and occupational diseases” dated 24 July
1998;

Federal Law “On compulsory social
insurance against temporary incapacity for
work and in connection with maternity leave”
dated 29 December 2006;

Federal Law No. 115-FZ “On the legal status
of foreign nationals in the Russian
Federation” dated 25 July 2002;

Federal Law No. 109-FZ “On registering
foreign nationals and stateless persons with
migration authorities in the Russian
Federation™ dated 18 July 2006;



Oenepansiblii 3akon ot 06.04.2011 Ne 63-
O3 «O6 21eKTPOHHOH NMOAMUCHY;

®enepanbHelii 3akoH oT 01.04.1996 Ne 27-
o3 «006 MHIHBHYaLHOM
(nepcoHM(HUUMPOBAHHOM) YY€TE B CHCTEME
0043aTeNbHOr0 NEHCHOHHOTO CTPAXOBAHHAY;

®epepanbubiit 3akon ot 28.03.1998 Ne 53-
@3 «O BOMHCKOH 0043aHHOCTH M BOEHHOM
cnyxber;

«OcHoBbl  3akoHoAaTenscTBa Poccuiickol
@epepaunn o Hotapuate» ot 11.02.1993 Ne
4462-1;

3akoH P or 19.04.1991 Ne 1032-1 «O
3aHATOCTH  HaceneHus B Pocculickoi
denepaunny;

MenepansHbiil 3akoH o1 28.12.2013 No 426-
®3 «O cneunanbHOR  OLIGHKE  VCIOBHMH
Tpyna»,

@enepanbHblit 3akoH ot 12.04.2010 Ne 61-
@3  «O6 ofpaieHdd  1eKapcTBEHHBIX

CpPEACTB»,

3akon P® ot 07.02.1992 Ne 2300-1 «O
3alluTe NpaB noTpebuTenciin;

®enepankHelii 3aKoH oT 24.11.1995 Ne 181-

®3 «O couManbHOM 3alIMTE MHBAJIHIOB B |

Poccuiickoii @enepaumn»;

@enepanbHbii 3akoH ot 07.08.2001 Ne 115-
®3 «O npoTMBOAEHCTBUM Jeranuzalud
(OTMBIBAHHIO) JIOXOJ0B, NONyYeHHBIX
MpPEecTYNHBIM TMyTeM, U (HHAHCHPOBAHUIO

TEPPOPHU3MAY;

®enepanbhbiii 3akon oT 08.02.1998 Ne 14-
®3 "O6 ofwecTBax ¢ OrpaHH4YeHHOM
OTBETCTBEHHOCTHIO";

MenepanbHbli 3ak0oH 0T 26.12.2008 Ne 294-
@3 "O 3ammMre npaB OPHUAHYECKUX JHL U |
WMHIWBUAYANbHBIX NpPeAnpUHUMATENneil npu |
rOCYapCTBEHHOTO |

OCYUIECTBIICHHH
KOHTpONs (Hag3opa) M MYHHUMNAIBHOTO
KOHTpOJs";

®enepanbHelii 3akoH o1 31.07.2020 Ne 248-
®3 "O rocyaapcTBEHHOM  KOHTpoJe

Federal Law No. 174-FZ “On electronic
signature” dated 6 April 2011;

Federal Law No. 27-FZ “On individual
(personified)  record-keeping in  the
compulsory pension insurance system” dated
1 April 1996;

Federal Law No. 53-FZ “On military duty
and military service™ dated 28 March 1998:

No. 4462-1 “The Fundamental Principles of
the Legislation of the Russian Federation on
Notaries” dated 11 February 1993;

Russian Law No. 1032-1 “On employment in
the Russian Federation” dated 19 April 1991;

Federal Law No. 426-FZ “On special
assessment of working conditions™ dated 28
December 2013;

Federal Law No. 61-FZ “On the circulation
of medicines” dated 12 April 2010;

Russian Law No. 2300-1 “On the protection
of consumer rights” dated 7 February 1992;

Russian Federal Law No. 181-FZ "On social
protection of disabled persons in the Russian
Federation" of 24 November 1995;

Federal Law No. 115-FZ of 7 August 2001
“On combating legalisation (laundering) of
illegally gained income and financing of
terrorism”;

Federal Law No. 14-FZ dated 08.02.1998
"On Limited Liability Companies";

Federal Law No. 294-FZ of December 26,
2008 "On the Protection of the Rights of
Legal Entities and Individual Entrepreneurs
in the Exercise of State Control (Supervision)
and Municipal Control";

Federal Law No. 248-FZ of July 31, 2020
"On State Control (Supervision) and



|

5.1.

B

(Hag3ope) W MYHMUMNANLHOM KOHTpONE B
Poccuiickoit @enepaumnn";

ITpukaz Pocaaparnanzopa ot 15.02.2017 Ne
1071 "O6  vrBepwaenun  Ilopsaka
ocyllecTBIeHus rapMakoHanzopa';

Verae Komnanum;

Jorosophi, 3aKII0YaeMble
KomnaHnuel u ee KoHTpareHTamu;

MEYRY

JloroBopbl, 3akiiouaeMble ¢ CyObEKTaMH
I1/1H;

Cornacus cydbvexros [1JIH Ha obpaboTky
I1In pabOTHHKOB, KaHIuJaToB,
pexoMeHaaTenu KAaHIHJATOB,

POACTBEHHHKOB pabOTHHUKOB, PabOTHHKOB
rpynins KOMMaHMUIA, npeacTaBuTenel
KJIMEHTOB M KOHTPAreHTOB — HOPHUIAHYECKHX

AMU,  MCMOJHUTENX  NO  J0roBopam,
CMELIHAIUCTOB 37lpaBOOXPaHEHUS,
norpebureneil M penoprepos, MaLUEHThI

(norpebuTenH), NoceTUTENeH MEPONPUATHH,
MpeACTaBUTENH roCyAapCTBEHHBIX H
MYHULMNATBHBIX ~ OpPraHoB, (usMuyeckue

Jidlia, 4sM JaHHbie KoMnanua obpabareipaer |
B paMKax BHYTPUIPYNIOBOH CEPBHCHOH |

noaaepxku KazaxcraHna.

Oo6pabaTeiBaemble nepconaibHble
JAaHHBIE
B Komnanuu obpaborka IIH

OCYILECTBNAETCS B OTHOLIEHHH CJeIYIOLHX
kareropuii cyobekror [1/]H:

pabOTHHKOB,;

KaHJUJIaTORB;

pPEKOMeHAATeNH KaHAHIaTOB;
POACTBEHHUKOB pabOTHHKOB;

JIML, BXOISALUMX B OpraHbl YNpaBlIEHHUS, U
JIHII, YCTAHABJIMBAKOLHX
(oCyLUECTRISIOUIMX) KOHTPOb B OTHOLIEHHH
KOMTIaHHH;

pabOTHHUKOB IPYNMbl KOMMNAaHHI;

Hpe,ﬂ.CTaBl/lTeJ'[eﬁ KJIHEHTOB W KOHTPArcHTOB
— IOPUAHYECKHX JIHLL;

5.1.

Municipal Control in the Russian

Federation";

Order of Roszdravnadzor No. 1071 dated
February 15, 2017 "On approval of the
Procedure for the implementation of
pharmacovigilance";

the Company’s charter;

Contracts concluded between the Company
and its contracting parties;

Contracts concluded with personal data
subjects;

Consents of personal data subjects for
processing of personal data of employees,
candidates, candidates recommenders,
relatives of employees, employees of the
group of companies, representatives of
clients and contracting parties that are legal
entities, executors under contracts, healthcare
professionals, patients (consumers), patients
(consumers),visitors of events,
representatives of state and municipal bodies,
individuals whose data the Company
processes as part of the intra-group service
support of Kazakhstan.

5. Personal data being processed

The Company processes the PD with respect
to the following personal data subjects:

employees;

candidates;

candidates recommenders;

relatives of employees;

persons that are members of management
bodies and persons establishing (exercising)
control over the company;

employees of the group of companies;

representatives of clients and contracting
parties that are legal entities;



6.1.

0.2,

00

KOHTPAareHToB — (PM3MUYECKUX JIHLI;
MCIOMHHUTEINH M0 JIOTOBOpaM;
CTIELHAJIMCTOB 3/1paBOOXPAHEHHS;
norpebuTeel U penopTepoe;
NauMeHThbl (NoTpeduTeNH);
NOCETHTENIEN MEPONPHATHI;

NpeacTaBHUTEIIH rocya1apCTBEHHbLIX H
MYHHLHIAJIbHbIX OPIraHOB;

¢du3Mveckre nMua, YbK JaHHble Kommnanus
obpabaTbiBaeT B paMKaX BHYTPWUIPYNNOBOH
cepBUCHOI nouieprkkn Kazaxcrana.

Conepskanne u obwvem IlJIH  kamnaoi
kateropun cydbektoB [1J[n onpenensercs
HEOOXOAMMOCTBIO JOCTHIKEHHS KOHKPETHbIX
uened ux 00paboTKM, HEODXOAMMOCTbBIO
Komnanuu peanuzoBate cBOM npaBa U
0053aHHOCTH, a TakKe npaea U 0043aHHOCTH
cooTBeTcTBYIOLLEro cyonwekra [1/IH.

6. Tlopsinok n yeJ10BHs 00padoTKH
NEePCOHANBLHBIX TAHHBIX

I111 |

Obpaborka Komnanueii
ocyulecTeisgerca mnyreM cOopa, 3amuc,
CHCTEMaTH3alliM, HAaKOIUIeHHs, XPaHEeHHS,
yTouHeHuss  (OOHOBNeHHMs,  WU3MEHEHMH),
M3BJICYEHHs, MCIOJB30BaHHUsA, TepeaayH
(pacnpoctpaHeHus, NpelOCTaBICHHS,
JaocTyna), GJI0KHpOBaHUS, ylajeHus, |

yHuuToxkeHus [1JIH.

Obpadotka I1/ln ocyuiecTBiseTcs myTem
CMellaHHOH (KaK aBTOMaTH3MPOBAaHHOM, Tak
M HeaBTOMAaTH3WPOBaHHOH) 00paboTkH, B
TOM YHCJIE€ C MCMOJB30BAHMEM BHYTpPEHHEH
KOpnopaTHBHOH ceTH U ceTh MHTepHeT.

Hcrounukom undopmauun obo Beex I1/IH
sBnseTcs HenocpeactseHHo cyowext I1/1H.
Ecau HHOE He YCTAHOBIIEHO
3aKOHOJATE/bCTBOM Poccuiickoii
@enepaunn, Komnanug enpase noiayvathb
ITIH cyOwvexra [1H or Tperbux nuu, HO
cyowekt I1/IH nomxeH ObITh yBeaOMIEH 00
3TOM.

§2.

6.1.

6.2.

6.3.

contracting parties that are individuals;
executors under contracts;

healthcare professionals;

consumers and reporters;

patients (consumers);

visitors of events;

representatives of state and municipal bodies;

individuals whose data the Company
processes as part of the intra-group service
support of Kazakhstan.

The content and volume of the PD of each of
the categories of personal data subjects are
determined by the need for achieving specific
purposes of processing such PD, for the
Company to implement its rights and
obligations, and the rights and obligations of
the corresponding personal data subject.

The procedure and conditions for
processing personal data

The Company processes the PD by
collecting, recording, systematising,
accumulating, storing, updating (renewing or
modifying), retrieving, using, transferring
(distributing, providing or accessing to),
blocking, deleting or destroying the PD.

PD is processed in a mixed manner (both
automatically and not automatically),
including with the use of an intranet and of
the Internet.

The source of all PD is a personal data
subject. Unless otherwise stipulated by
Russian legislation, the Company has the
right to obtain the PD of a personal data
subject from third parties; however, the
personal data subject must be notified to that
effect.



6.4.

@
Ln

6.6.

KoMnaHus MOKeT OCYLIEeCTBIATbL Nepenayvy
[1In cyGvektor TI[H TpeThbum nuuaMm,
BKJIKOUas TpaHcrpaHWuHyilo nepeaady [1/IH
Ha TEPPUTOPHUU UHOCTPAHHBIX TOCYAapCTB, B
TOM yHCIie, He obecneunBaroLMX
aZleKBaTHYIO 3aluTy npae cyobekros [1/IH,
npu ycioBuM cobaroaeHus TpeOoBaHUiA,
npeaycMOTPEHHBIX 3aKOHO/IATENIbCTBOM
Poccuiickoii @eaepaunu.

Komnanus enpaee nopyuuTs 00paboTK)
[IJln  apyromy  Jauuy ¢ COMJlacHs
coorseTcTRytollero cybwexkta [1/In, ecan
MHOE He TNpeaycMoTpeHo (deaepanbHbM
3aKOHOM, HAa OCHOBaHMH 3aKJIKOYAEMOro ¢
3THM JIMUOM JI0roBopa (Nnopy4yeHus Ha
obpaborky [1/I1). Jluuo, ocyliecTBasmolee
obpabotky [1/In mo nopyuenuto, obszaHO
co0oaaTh NPUHLUMILL U NpaBHaa 0bpaboTky

ITIH, npeaycMOTPEHHbIE
3aKOHOJATEIBLCTBOM Poccuiickoi
Mdenepauny, KoHpuaeHumaibHocts  [1J1H,
NpUHKUMATD HeoOXOoaHMbIE Mepel,
HanpasJieHHbIE Ha obecneyeHue
BBITIONIHEHHS o0s3aHHOCTEH,
NpenyCcMOTPEHHBIX 3aKOHOJATeNbCTBOM
Poccuiickoii @enepauuu.

B nopyuenun Ha obpaborky I1/In

Komnanwueii ykasbiatorcs nepedens [1]1H,
uend o0padoOTKM M MepeuyeHb JAeHCTBHIH
(onepauwmii) ¢ TI/IH, koTopble MOryT OBITH

COBEpIUEHbI  JIHLOM,  OCYLIECTB/IAIOLHM
obpaboTky I/ no MOPYUEHHIO,
YCTAaHaBIMBAIOTCA €ro 00A3aHHOCTH 1O

cobmopnennto koHpuaeHumansHoctu I1J0H, |
TpeOOBaHHH, MPENYCMOTPEHHBIX YACTBLIO 5 |
cratbu 18 n crareedt 18.1 denepansHoro |
152-®3 «O |

3akoHa ot 27.07.2006 Ne
NepcoHalbHbIX NaHHLIX» (nanee — «3aKoH 0
MepCcOHATBHBIX

NpeAoCTAaBIEHUI0 JAOKYMEHTOB M  HHOH

HHpOpMAIMK, NOATBEpKAaroLell NpHHATHE

Mep M COONIONeHHE B LeNAX HCMNOIHEHUA
Nopy4eHus oneparopa TpeOoBaHMH,
YCTAHOBJIEHHBIX B COOTBETCTBHH CO CTAThEH
6 3akoHa O TNepCOHANBHBIX MAAHHBIX MO
sanpocy KoMmaHHM B TeueHHe CpOKa
NeWCTBMS TNOpYYeHUs, B TOM uucile [0

obpaborkn  TI[lH, mno  obecneyeHHto
6esonacHocty I1JIn npu mx obpabotke, a
TaKxke TpeGoBaHuUs K 3alKTe

obpabarbipaembix [1JIH B COOTBETCTBHM C
3aKOHO/1aTENBCTBOM Poccuiickoit
Qenepaii, B ToM uHche TpeGoBaHHe 00
yeegomiienu  Komnanuum o ciyuasx,

AAHHBIX?), |

6.4.

6:5

6.6.

The Company has the right to transfer PD of
personal data subjects to third parties,
including transfer of such PD across the
border to foreign states, including to those
that do not ensure adequate protection of
rights of personal data subjects, provided that
the conditions stipulated by Russian
legislation have been met.

Unless otherwise stipulated by the federal
law, the Company has the right to delegate
processing of the PD to another person
subject to the consent of the relevant personal
data subject, under the contract (instruction to
process the PD) concluded with such person.
The person that processes the PD further to an
instruction must comply with the principles
and rules for processing PD as provided for
by Russian legislation. keep the PD
confidentiality and take required measures to
ensure that the obligations stipulated by
Russian legislation are met.

In the instruction to process the PD, the
Company will indicate the list of PD, the
purposes of the processing and the list of
actions with the PD the person who processes
the PD further to an instruction is entitled to
perform. It will also establish the obligations
of such person to keep the PD confidentiality,
comply with the requirements stipulated by
Article 18(5) and Article 18.1 of Federal Law
No. 152-FZ of 27 July 2006 “On Personal
Data” (hereinafter, the “Personal Data
Law”), provide documents and other
information that confirm taking measures and
complying with the requirements stipulated
by Article 6 of the Personal Data Law upon
the Company’s request and during the term of
the instruction (including the period before
the PD processing) for the purposes of
executing the operator’s instruction and
ensure the safety of the PD during their
processing, as well as the requirements for the
protection of processed PD under Russian
legislation, including the requirement to
notify the Company of the events stipulated
by Article 21(3.1) of the Personal Data Law.



6.7.

6.8.

6.9.

6.10.

6.11.

7.1.

T2,

NpeaycMOTpeHHbIX vacThio 3.1 cratbu 21
3aK0OHa O NepPCOHAIbHBIX JIAHHBIX.

[lpu obpaborke TI1/ln B  Komnanuu
coONIIOAAIOTCS YCNOBUS, O0eCcrnevHnBarolme
COXPaHHOCTbL W KOH(HAeHManbHOCTb [1][H.

Komnanus npeanpuHyumaeT HeoOXoAMMBIE
TEXHUYECKHE M OPraHW3alHOHHLIE Mepbl B
COOTBETCTBUH e 3aKOHO/1aTE/bCTROM
Poceuiickoit @enepaumnu B odnactu 111 ¢
Henblo  obecrneyeHus  MX  3aWMThl  OT
HECAHKLIHOHUPOBAHHOTO JocTyna,
M3MEHEHMS, PACKPBITHA MM YHUHTOMXKEHHS.

PaGornuku KoMmnanum, a Takike MHble JIHLIA,
nonyuusiune aoctyn k I1JIH, npuHumaror
00s3aTENbCTRA no obecrneyeHHO
KOH(pHAEHIHATBLHOCTH obOpadaTbiBaeMbIX
T1]1n.

Xpanenue [1/IH ocyiectrasercs B opme,
NO3BOJIAOIIEH WIEHTH(PHLIMPOBATH
cyObekta I1[JH, HO He jposiblIe, YeM 3TOro
TpeOyIOT Lenu ux oOpaboTKH, eciau MHOM
CPOK He YCTAHOBJEH 3aKOHOAATEbCTBOM
Poccuiickoii denepauun MKW 10TOBOPOM,
CTOPOHOH KOTOpoOro,
BBIFOJIONpHOOpETaTENEM WM TIOPYUYHTETIEM
no kotopoMmy siensetca cyovext [1/1H.

Yuuurokenue IT1JIH mnpoussoauTcs nocne

JOCTHXKEHHS Lenel ux obpaboTku, B ciyyae
yTpaTbl HeoDXOIUMOCTH B JOCTHIKEHUH
uenel 06paboTKK MK MO OKOHYAHUH CPOKA
XpaHeHus TTH,
(enepanbHBIM 3aKOHOM WJIM JIOTOBOPOM,
CTOPOHOH KOTOpOro,
BBIFOJONpHOOpETAaTENEM MIIM MOPYUYHTENIEM
no Kotopomy sensercs cyobekt [1/]H.

7 AKTya/JH3al K, HCNIPaBJeHHe H

YHHUTOXKEHHE NePCOHAMBHBIX JTAHHbLIX

Komnanus npeanpuHuMaeTt pazyMHbIe MEpBI
JUIS IOJAEPIKAaHUsA TOYHOCTH W aKTYalbHOCTH
obpabarbiBaembix [1J]IH, a Takke HX

YCTAHOBJIEHHOIO |

6.7.

6.8.

6.9.

6.10.

6.1

1.

|

yAalleHHs B cliydadx, €CJIMi OHH MNPHU3HAIOTCA |

YCTapeBLIHMH, HEQOCTOBEPHBIMH
ux 00paboTku.

B ciyvae oOHapyeHHs (akra HETOUHOCTH

HIIH
H3JIMUWIHHMH, qubo eciu JAOCTUTHYTBI LIEJTTH '

[T/l vnu HenmpaBOMEPHOCTH WX 00pabOTKH, |

7.2.

When it processes PD, the Company must
comply with the conditions securing safety
and confidentiality of the PD.

The Company will undertake all necessary
technical and organisational measures under
Russian legislation in the area of PD in order
to secure safety against unauthorised access,
modification, disclosure or destruction.

The Company’s employees and other persons
who were granted access to the PD will
assume obligations to ensure confidentiality
of the PD being processed.

The PD should be stored in a form which
allows the personal data subject to be
identified, but not for a longer period than
required for the purposes of processing the
PD, unless another period is set by Russian
legislation or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

The PD will be destroyed once the processing
purposes have been achieved if such purposes
are no longer needed to be achieved or after
the PD storage period expired as set by the
federal law or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

Updating, correcting and destroying
personal data

The Company will undertake reasonable
measures to maintain the PD accurate and
updated and to delete it if the PD is
recognised to be obsolete, inaccurate or
redundant, or if the purposes of processing
the PD have been achieved.

If it 1s discovered that the PD is inaccurate or
its processing was illegal, the Company will

10



7.3.

Komnanus o0s3aHa NpOBECTH aKTyaJM3aLuio
WITH MPeKpaTHTL X 00paboTKy.

O6pabotka [1/]1 npexkpawaercs Komnanueii
B C/IEIYIOLIEM TIOPAJIKE M CPOKH (€CIM MHOE
He MpeIycCMOTPEHO  3aKOHOAATENbCTBOM
Poccuiickoii @enepauun):

I1PH BBIABIEHWH HEMPAROMEPHbBIX AeHCTBHM ¢
[MJIH B cpok, He npeBbILANILKI  Tpex
pabounx JIHEH ¢ JlaThl TAKOIO BbIABICHHS,

Komnanus VCTpaHseT JONYEHHbIe
HapyweHus. B ciyuae  HEBO3MOMKHOCTH
YCTpaHEHUs  JOMYLUEHHBLIX  HapylIeHWH

Komnanus B CpOK, He TpeBbILLAKOLIHHA
aecaTd pabouux AHEH ¢ [aThl BbIABJIECHMS

HenpaBoMmepHocTH  JeiietBuii ¢ T1/IH,
yauutokaer  [1/ln.  O0  ycTpaHeHHH
JIONYLEHHbIX HapyLUIEHHI WK 00

vauutoskenun [1/ln Komnanus ysenomnser
cvObekta  T1JIln wan ero  3aKOHHOFO
rMpeacTaBUTENs, a B CIIyUae, ecii odpauieHue
Wid  3anpoc  ObUIM  HampaBi€Hbl B
YNOJHOMOYEHHbIH OpraH Mo 3alluTe NpaeB
cybwexroB [1/IH, Tarke 3TOT OpraH;

npH JOCTHXKeHWH uenn obpabortku I1/IH
Komnanus npekpauiaer obpabotky IIJIH u
YHHYTOKaeT cooTBeTcTBYIOMmHUE [1/IH B CpOK,
He TpEeBBILIAOIUMHA TPUALATH JHEH ¢ J1aThl
JocTHxEeHHs nenn obpaborku [T1H;

npu or3biBe cyobekrom IIJIH cormacus Ha
Komnanus

obpaborky  cBoux  I1JIH
npekpaiaet obpadotky I1JIH ¥ yHHYTOMaeT
(3a ucknrouenuem I1/1H, KoTopble XpaHATCH B
COOTBETCTBHU c NeHCTBYIOLIMM
sakoHozaatesbeTBOM) T1JIH
NpeBBIIAIOIIMA TPUALATH [HEH ¢ JaThl
MOCTYTIEHUS YKAa3aHHOI'O OT3bIBA;

npu o6patenun cyonekra [1/n k Komnanuu
¢ TpeGoBaHHEM O NpeKpalleHHH 00paboTKu
I1Iu, Komnauus npekpawaer o6paboTKy
111 1 yuuuroxkaet [1/]H (32 HcKIrOueHHEM

I1JIn, o6paboTka  KOTOPBIX  MOKET
ocyliecTensThed Oe3 cornacus cybbekTa
[11H, a HMEHHO B cayyvasx,

NpeayCMOTPEHHBIX MyHKTaMH 2 - 11 yacTh 1
ctatbu 6, yacTeto 2 ctated 10 ¥ yacTeiO 2
ctaTb 11 3aKkoHa O NepcOHANBHBIX JaHHbIX)
B CPOK, He NpeBbIIAOMH AecaTH pabounx
JHEH C IaThl MONy4YeHHs! COOTBETCTBYIOLLETO
TpeboBaHus. YKa3aHHbIH CPOK MOXKET ObITh
npouieH, HO He Goliee YeM Ha NATb pabounx

B CpOK, He

T8

have to update the PD or cease processing
such PD.

The Company will cease to process the PD by
the following procedure and within the
following timeframes (unless Russian
legislation provides otherwise):

if any unlawful actions with the PD are
revealed. the Company will rectify the
violations within the period not longer than 3
business days after such actions have been
revealed. If the Company does not rectify the
violations committed within the period not
longer than 10 business days after the day
when the illegal actions with the PD were
revealed, it will destroy the PD. The
Company will notify the personal data
subject or his/her legal representative of the
destruction of the PD, and, if an application
or request was forwarded to a competent
authority responsible for the protection of
rights of personal data subjects, notify the
competent authority as well;

once it achieves the purposes of processing
the PD, the Company will cease processing
and will destroy the relevant PD within the
period not longer than 30 days once the
purposes of processing the PD were
achieved,;

if a personal data subject revokes his/her
consent to have his/her PD processed, the
Company will cease processing the PD and
destroy it (except for the PD that must be
stored under effective legislation) within the
period not longer than 30 days once the
relevant revocation has been received.

if a personal data subject demands that the
Company cease PD processing, the Company
will cease processing and destroy the relevant
PD (except for the PD that does not require
the PD subject’s consent for processing,
namely in the events provided for by
paragraphs 2-11 of Article 6(1), by Article
10(2) and Article 11(2) of the Personal Data
Law) within the period not longer than ten
business days once the relevant demand has
been received. This timeframe can be
extended but for no longer than five business
days if the Company serves a motivated
notice to the personal data subject, including

11



7.4.

7

8.1.

JHel B cnyvae HanpaeneHus Komnanueil B
aapec cyowekra Il1J/lH MoTHBMpOBaHHOrO
YBEAOMIIEHHS € YKa3aHWeM  TpUYHH
MPOANIeHUA CpoKa MpekpaileHus 0dopaboTku
v yHuutoskenus [1/n.

B cayusae OTCYTCTBHS ~ BO3MOXKHOCTH
yauutoxkeHus T1/IH B TeueHWe yKazaHHBIX

CPOKOB Komnatus OCYLIECTBIAET
GroKHpOBaHHe TaKHUX In WK
U'(F)CCHC‘IHHHC’I XN 6.']”]\'“]‘.!0131”“1(.‘ H 3dTCM

obecneurpaet yHuutoxeHue /10 B cpok He
Gonee yeMm LWECTb MECALIER, €CIIM MHOW CPOK
He VCTaHOBIEH 3aKOHOJATENbCTBOM
Poccuiickoit ®enepauuu.

Yuuuroxkenue [1/IH 1071KHO NPOU3BOANTECS

cnocofoM, MCKIIIOHAIOWMM  JallbHeHLLY IO
obpaboTky Takux [1JIH.

IIpaBa n 00s3aHHOCTH CYOBLEKTOB
NepPCOHAILHBLIX AAHHBIX

Cy6wekt [1/lH umeeT npaBo Ha nonyyeHue

uHdopMaury,  Kacawoledcs  00paboTku
Komnanueii ero TI1JIH, B TOM uucne
coaepXKaLLei:

noaTeepkaeHue dakra obpadorku I1/1H;

NpaBoOBble OCHOBaHMA M UeNH 00paboTKH
[T

uenu H npumeHsemele Komnanueii cnocobel
obpaborku T1]1H;

HauMeHOBaHHe H MECTOHaXO0MAeHHE
Komnanuu, cBeaeHus o Jduax  (3a
uckioyeHneM  pabotHukoB  Komnanum),
KoToppie uMeloT pgoctyn kK IIJIlH  wau
KOTOPBIM MOTYT OBbITh packpbiThl I1/lH Ha
OCHOBaHMM jaorosopa ¢ Komnanueii unu Ha
OCHOBaHHUM (ellepanbHOro 3aK0Ha,;

nepeueHb oOpabateiBaembix T1/IH cyObekra
I1I4, MCTOYHMK MX MONYHEHWs, eCid MHOM

NopsAAoK MNpeAcTaBlICHHUA TaKHX JaHHBIX HE

npeaycMoTpeH deaepanbHbIM 3aKOHOM;

cpoku oOpabotku [1/1H, B TOM uucne cpoku
MX XpaHeHH,

7.4.

1.8,

8.1.

the reasons for the extension of the term to
cease PD processing and destroy such PD.

If it proves to be impossible to destroy the PD
within the above timeframes, the Company
will block the PD or arrange for such PD to
be blocked, and subsequently arrange for the
PD to be destroyed within no less than 6
months, unless Russian legislation provides
for a different term.

The PD must be destroyed in a manner that
rules out the possibility of such PD being
subsequently processed.

Rights and obligations of personal data
subjects

A personal data subject has a right to receive
information concerning the processing of
his/her PD by the Company, including the
information containing:

confirmation of the fact that the PD is
processed;

the legal grounds and purposes for processing
the PD;

the purposes and the methods the Company
uses to process the PD;

the name and location of the Company,
information about the persons (excluding the
Company’s employees) who have access to
the PD or about the persons to whom the PD
may be disclosed pursuant to a contract with
the Company or pursuant to a federal law;

the list of PD processed relating to the
personal data subject, and the source of the
PD if a federal law does not stipulate a
different procedure for providing such
personal data;

the timeframes for processing the PD,
including the storage time for it;

12



8.3.

8.4.

8.5.

nopsaaok ocywecteiaeHus cyobextom I1/IH
npas, NpeayCMOTPEHHBIX
3akoHoaaTenbcTBOM B obnactu [1/1H;

uHpopMaLHl0 00 OCYLIECTBIEHHOH HIH O
npeanosaraeMoi TpaHcrpaHWYHOM nepeaaye

[1/1H;

HaumeHoBaHHe ((HaMHUITHIO, UM, OTYECTBO) U
ajipec NULd, OCYLIECTBASOUEra odpaboTKy
s no KomnaHuu,
obpaboTka nopydeHa WM OyneT nopy4eHa
TAKOMY JIMLLY;

MHpOPMALIMKD O  crnocobax  MCNOJHEHHs
Komnanueii o0g3aHHOCTEH, YCTAHOBIEHHBIX

NOPYHEHHKO CCJIH

crathbeii 18.1 3akoHa 0 nepcoHanbHBIX
JaHHBbIX;
HHbIC CBEICHMUA, npeayCcMOTPEHHBIC

3akoHoaaTenbLCTBOM B oOnacTu T1]1H.

Cyobekt [I1JlH  enpaBe TpedoBaTh  OT
Komnanuu  ytouHenus ero [1H, ux
OIOKMPOBAaHUA WIIH YHHUYTOXKEHHS B Clydae,
ecni [1[lH  #BNsIOTCS  HEMONHBIMH,
yCTapeBLIMMH, HETOYHBIMH,  HE3aKOHHO
MOJTYYEHHbIMH WK He ABISIOTCA
HeOOXOJHUMBIMH /i1l 3asABIIEHHOH  LlesiH
obpaboTkw, a TaKKe NPUHHUMATb
NpelyCMOTPEHHBIE ~ 3aKOHOM  M€pbl [0

3allMTE CBOMX IpaB.

Ecnu cy6wexr I1]IH cumnrtaet, yrto Komnanus |

ocyiiecTeasier obpaborky ero IlIJln ¢
HapylIeHHeM TpeboBaHMi

3akoHogarenscTBa, cyowexkt IIJIH Bnpase |
obxanosath JedcTBMA unM  OesneiicTBue |
KoMnanuy B YNOJHOMOYEHHBI OpraH To |
samure npaB cyOwvekro IIJIlH wim B

cyneOHOM nopske.

[Npaso cy6wekra I1/]H Ha noctyn k ero I1/IH
MOKeT OBITh OrpaHH4€HO B COOTBETCTBHH C

¢denepanbHbiMH  3akoHamu  Poccuiickoi
®enepauui.

Cy6wext [1/1H obs3an:

npenoctaensTe KoOMIDaHWM J1OCTOBEpHBIE
I 1s;

cBoeBpeMeHHO coobwate Komnanuu 06
W3MEHEHHIX U JionoiHeHusax cBoux T1J1H;

OCYLUECTB/ATE CBOH NpaBa B COOTBETCTBHH C
3aKOHOM, WHBIMH HOPMATHBHBIMH
NnpaBOBLIMH aKTaMH H JIOKalbHbBIMH

83

8.4,

8.5.

the procedure for the exercise of rights by the
personal data subject as provided for by PD
legislation;

information about the cross-border transfer of
PD which has been performed or which is
contemplated;

the full name and address of a person
processing the PD at the Company’s
instruction if such person is/will be instructed
to perform the processing;

information about the methods that the
Company uses to perform the obligations
stipulated by Article 18.1 of the Personal
Data Law;

other information for which the PD

legislation provides.

A data subject may demand that the Company
adjust his or her personal data, block or
destroy it if the personal data is incomplete,
obsolete, inaccurate, was received unlawfully
or is not necessary for the declared purpose of
processing, and also take any measures
provided for by legislation to protect his or
her rights.

If a personal data subject believes that the
Company processes his/her PD in violation of
the legislation, the personal data subject is
entitled to contest the Company’s actions or
inaction at the competent authority
responsible for protecting the rights of
personal data subjects or under a court
procedure.

The personal data subject’s right to access
his/her PD can be limited in accordance with
Russian federal laws.

A personal data subject is obliged:

to provide to the Company accurate PD;

to promptly inform the Company of any
changes or additions to his/her PD;

to exercise his/her rights in accordance with
the law and other regulations and by-laws of

13



9.1.

9.2,

HOpMaTHBHBIMM  akTaMu  Komnavum B
obnactu 06paboTKM K 3awmnTel [1/1H;

HUCNOJIHATD HHbIE 0053aHHOCTH,
Npea1ycMOTPeHHbIE 3aKOHOM, HHBIMH
HOPMATUBHbIMM  TNPABOBLIMU  AKTAMH W

JIOKalbHbIMH HOPMaTHBHbIMH aKTaMH

Komnanuu B 061actn 00OpaboTKK M 3alUTh]
T1H.

Ilpasa u obsizannocTn Komnanun

[lpy  ocviiecTBEeHHH
Komnanus Bnpage:

obpaborkn  [1JIn

yCTaHaBAMBaTe npasuna odpaborku I1IH B
KoMnaHuu,  BHOCHTL  W3MEHEHHS M
JONOJIHEHUSI B JNOKaJIbHbIE HOPMATHBHbIE

aKThl, CaMOCTOATENBHO B pamkax
TpedOBaAHMI 3aKOHO/IATEJILCTBA
paspabaTbiBaTh M TIPUMEHATL  OpMBbI
JOKYMCHTOB, HCOﬁ.\O;IH MbIX A0

HenosiHenus obazannocreit oneparopa IJH:

OCYLIECTBAATE HHBbIE npasa,
npeaycMOTPeHHbIE 3aKOHOM, MUHBIMH
HODMATHBHBIMM ~ NPABOBBIMM ~ aKTAMH M
JOKanbHBIMH  HOPMATHMBHBIMHM  AKTaMH

Komnanuu B o6nacti 006paboTKH M 3aILUTbI
[T1H.

ITlpu  ocywecrenenun obpaborkn  T1[In
Komnanus ob6s3ana:
obecneuMBarh obpaborky In

UCKJTFOUMTEIILHO B LIEJIAX, 11 KOTOPBIX ObLI
ocyuectsiaeH coop I1]1H;

nonyuatb or cyonekta [1JIH cornacue Ha
obpaborky ero II/ln, B ToM wuucne B
MTUCbMEHHOH dopme, B
YCTaHOBJIEHHLIX  3aKOHOJNATEJNLCTBOM, M
pazbiacHATb cyObekTy [1/IH 1opuanyeckue
NIOCJIE/ICTBMS OTKa3a AaTh COTJIACHE Ha MX
obpaboTky;

sammare [/l or ux HenmpaBomepHoro

HCII0JIb30BaHHUS MW YTPATSI;
U3MEHATh, OOHOBAATE M yTouHATh [1/IH
cyGbekror [1]1H;

YBEIOMIIATE YIOJIHOMOYEHHBIH OpraH mo
3auMre npaB  cyobektoB  I1JlH 06
YCTaHOBNEHHH (aKTa HEnpaBOMEpPHOH WM
cillydyaiiHOH mepenaud  (NpenocTaBlieHHs,
pacrnpocTpaHeHus, JocTyna) [11H,
NOBJEKIIEH HapylleHHe npaB cyObekToB
[T/1H, B CPOKH, YCTaHOBJIEHHbIE
3aKOHOATENILCTBOM
®enepauuu;

cayydasx,

Poccuiickoii |

Sal s

9.2,

the Company in the area of the processing and
protection of PD;

to perform any other obligations as provided
for by the law and other regulatory
instruments, and under internal regulatory
documents of the Company in the area of the
processing and protection of PD.

Rights and obligations of the Company

When it processes the PD, the Company has
the right to:

within the framework of the statutory
requirements, establish rules for the
processing of PD in the Company, amend and
supplement the regulations, draw up and
implement by itself templates of documents
required to perform the obligations of an PD
operator:

exercise any other rights as provided for by
the law and other regulatory instruments, and
under internal regulatory documents of the
Company in the area of the processing and
protection of PD.

When it processes the PD, the Company is
obliged to:

ensure processing of the PD solely for the
purposes for which the PD was collected;

obtain consent from a personal data subject to
the processing of his/her PD, including in
writing in cases established by legislation and
clarify to the personal data subject the legal
implications of his/her refusal to give consent
to such processing;

protect the PD from unlawful use or loss;

amend, renew and update the PD of personal
data subjects;

notify the authorized body responsible for
protecting personal data subjects’ rights of
any established fact when the PD were
unlawfully or unintentionally transferred
(provided, distributed or accessed), with such
transfer leading to the violation of the rights
of personal data subjects, within the
timeframe stipulated by Russian legislation;
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10.1.

10.2.

obecneunBaTh B3aMMOJIeliCTBHE &
rocyJIapCTBEHHOH CHUCTeMOH oOHapyKeHus,
npeaynpexaeHHs H TTUKBH/IALIHH
MOCJEACTBHH  KOMMBIOTEPHBLIX aTak Ha
unpopmaumonnsie pecypesl  Poccuiickoi
denepaumy, BKIOYas HMHGOPMHPOBaHHE
YIIOJIHOMOYEHHOro  opraHa B obnacTu
obecrieueHus 0e30nacHOCTH 0
KOMMBIOTEPHBIX WHIMIEHTAX, MOBIEKIINX
HEMNPaBOMEPHYIO nepenauy
(NpenocTapICHME, pacnpocTpaHeHHe,
noctyn) [1/ln B nopsake, onpeaeieHHOM
YNOJHOMOUYEHHBIM ~ OpraHoM B 001acTH
obecrnevenus 0€30MacHOCTH;

MCMOJHATD HHblE 006A3aHHOCTH,
npeayCMOTPEeHHbIE 3aKOHOAATELCTBOM
Poccuiickoli ®eaepauMi M JIOKallbHBIMH
HOpPMaTHEHBIMH  akTamu  Komnanuu B
obnactn 06paboTku u 3awuTel [1H.

10.  Orpernl H2 3aHPOCHI CYOBEKTOB

NepCcoOHATBHBIX IAHHBIX

Komnanus npenocraensier cyOwexkty [1/IH
OTBET Ha 3anpoc O NOJy4YeHHH MHGDOPMALIHH,
Kacatouiedics obpaborku ero Il1/ln, Ha
OCHOBaHHH COOTBETCTBYIOLLETO
MUCEMEHHOTro 3asBneHus cyobekra [1/1H.

Anpec nns obpauenuid cyOwvextoB I1/IH B
Komnanuto no sonpocam obpabotku I1/1H:

109147, r. MockBa, BH.
Tarauckas, 0. 17-23, stax 2, nomelieHue I,
koMmHatel 16, 18, 18a, 186, 188, 19-27, 30-36,

36a, 38, 39a, 396, 398

Tep. I.
MYHHUMNAIbHBIH  okpyr TaraHckui, yi.

10.

10.1.

10.2.

ensure interaction with the state system for
detecting, preventing and eliminating
implications of computer attacks on Russian
information resources, including informing
the authorized body responsible for security
about computer incidents as a result of which
the PD were - unlawfully transferred
(provided, distributed or accessed), in
accordance with the procedure set by such
authorized body responsible for security:

perform any other obligations as provided for
by Russian legislation and internal regulatory
documents of the Company in the area of the
processing and protection of the PD.

Responses to the requests of personal data
subjects

The Company will reply to the personal data
subject to his/her inquiry regarding the
information related to the processing of
his’her PD based on the relevant written
application of the personal data subject.

Please find below the address for applications
of personal data subjects for the Company
regarding the processing of the PD:

109147, Moscow, int. territ. city municipal
district Taganskiy, Taganskaya street, 17-23,
2nd floor, office 1, rooms 16, 18, 18a, 18b,
18v, 19-27, 30-36, 36a, 38, 39a, 39b, 39v
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