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000 «UTICEH»
POLICY

FOR THE PROCESSING AND PROTECTION OF THE PERSONAL DATA

IPSEN LLC

1. O0uHe moJoMKeH s

Hacrosas ITosintika 00paboTku ¥ 3a1IHTHI |

NepcoHaNBHBIX JAaHHBIX
«IlonnTHKA») oOnEpaTopa MNEPCOHATBHBIX

(nanee  —

nanHHpix — OOmecTBa ¢ OrpaHMYEHHOH
orBercTBeHHOCThIO «MIICEH» (nanee — |
«Komnanus»), MECTO HaXOXAEeHH: |

Poccuiickas ®enepauns, 109147, r. Mocksa, |

BH. Tep. [I. MYyHMUUNANbLHBIH  OKpYT
Taranckuii, yn. Taranckas, a. 17-23, stax 2,
nometenue I, komuater 16, 18, 18a, 186, 18,
19-27, 30-36, 36a, 38, 39a, 396, 398,
onpejaenser OCHOBHbIE MPHHLMIbI, NOPAIOK
M ycnoBus  0o0pabOTKHM  NEPCOHANBHBIX
nanHbix (nanee — «IIdu»), TpeGoBaHus K
samute [1JIH, a Takke OCHOBHbIE MpaBa H

o0s3aHHOCTH cyOnekToB I1J]IH M onepatopa |

[1H.

Hactosuas [lonutHka sBnsercs OCHOBHBIM |

PYKOBOAALIMM JIOK&TbHBIM HOPMATHBHbIM
aKToOM Komnanumu, ornpeaensoUuM
TpeGoBaHUA B OTHOWIEHWH 00paboTku H
sauuThl [1/1H.

IIpunuunel 06paGoTKH NepCOHAILHBIX
AAHHBIX

Kommnauuei
COOTBETCTBHH c

O6paboTtka [11n
OCYLUECTBIAETCA B

1.1.

1.2

2l

1. General provisions

This Policy for the processing and protection
of personal data (the “Policy”) drafted by the
personal data operator, i.e. Limited Liability
Company IPSEN (the “Company”) at:
Russia, 109147, Moscow, int. territ. city
municipal district Taganskiy, Taganskaya
street, 17-23, 2nd floor, office 1, rooms 16,
18, 18a, 18b, 18v, 19-27, 30-36, 36a, 38, 39a,
39b, 39v, defines the basic principles,
procedure and conditions for processing
personal data (the “PD”), the requirements for
protecting the PD and the main rules and
obligations of personal data subjects and of
the PD operator.

This Policy is the Company’s principal
internal guide that defines the requirements
for processing and protecting the PD.

Principles of processing personal data

The Company processes the PD in



3.1

NPHHUKUITAMH!

3aKOHHOCTH M CMNPaBelIHBOCTH LEJeH |
cnocoboB obpaborku T1/]H;

orpanuyenus odpadotku [1/1H noctmkenuem
KOHKPETHBIX, 3apaHee ONpeleNieHHbIX W
3aKOHHBIX LieNeH;

HeponylueHus o0beauHeHus 0a3 NaHHBIX,
conepxamnx [1/In, obpaboTka KoTOpBIX
OCYILUECTBISAETCA B LIENAX, HECOBMECTHMBIX
MeK 1y COOOM;

COOTBETCTBHA o0beMa M cojep:KaHus
obpabatbipaembix [1/IH uensm obpaboTku
/Ts;

HesonycTiMocTH obpabortku [1/1H, koTopas
MOeT OBITH HeCOBMECTHMA ¢ LesiiMu cOopa

[1/1H;

obecnedeHus TOYHOCTH [11n, uX
JIOCTATOYHOCTH, @ B HEOOXOAMMBIX CIy4asx
aktyaneHoctd  [1/ln gna  uvened  ux
oOpaboTku;

xpanenua [1/lu B dopme, nozsonsiowei

onpeaenuts cyonexra I1]1H, He nonblue, yem
3TOro TpedyroT uein odbpabdbotku [1/1H.

Ienn 06paboTKH NEePCOHANBHBIX JAHHBIX

Komnanus ocyuiectenser obpaborky [1JH B

CIeAYHOUHX LCIIAX:

MCIIONIHEHUST NpaB W 00s3aHHOCTEH CTOPOH
TPYAOBBIX OTHOLUIEHHIA;

uHdopmMaLMoHHoro obecrieueHus TpPY/A0BOH
neaTenbHOCTH pabOTHHKA,

obecrievyeHHs OpraHu3auuu M peanu3aluuM
e/IMHbBIX BHYTPHTPYNIMOBBIX ouzHec-
npouecco rpynnel komnauuii HMIICEH B
OTHOUIEHWH pabOTHHKOB,;

OpraHM3aliuu MApPKETHHIOBbIX H
COLHAJIbHBIX AKTHBHOCTEH paGOTH HKOB;

pPaccMOTPEeHMs BO3MOKHOCTH
TPYAOYCTPOHCTBA KaH/IM/IATOB;

3.1,

accordance with the following principles:

purposes and methods for processing the PD
are legitimate and fair;

processing of the PD is limited to achieving
specific and lawful purposes set in advance;

it is not permitted to combine the databases
which contain the PD processed for mutually
incompatible purposes;

the volume and content of the processed PD
correspond to the purposes for processing the
PD;

it is not permitted to process the PD where
such processing is incompatible with the
purposes for which the PD was collected;

it must be ensured that the PD is accurate,
sufficient and, where necessary, updated for
the purposes of processing the PD;

the PD is stored in a format allowing for a
personal data subject to be determined but not
for a longer period than required for the
purposes of processing the PD.

Purposes of processing personal data

The Company processes the PD for the
following purposes:

to ensure performance of rights and
obligations by the parties to employment
relationships;

to ensure information of an
employee’s labour activity;

support

to ensure that unified internal business
processes are arranged and implemented with
respect to employees within the IPSEN
Group;

to organize the employees’ marketing and
social activities;

to consider the possibility of employment of
candidates;



OCYLIECTBJIEHHS 7 BBITNIOJIHEHHS
BO3/I0’KEHHBIX 3aKoHoJaTenbCTBOM Pd wu
MeXAyHapOoaAHbIMKH  JoropopaMu Pd  Ha
paboTonatens GYHKUMH, NOJTHOMOYMH M
0053aHHOCTEH B OTHOLIEHHH POJCTBEHHHKOB
pabOTHHUKOR;

NpeIoCcTaBIeHHA POACTBEHHHKAM
pabOTHHMKOR NBIOT W KOMITEHCALMIA;

oopMIeHHsT MHIPaLMOHHBIX M BBIE3HBIX
JIOKYMEHTOB J1s Bble3fa 3a pyOexx Hiu
BbE3da Ha  Teppuropuio  Poccuiickoii
Denepau, coneiicTBMA B BbIMOJHEHUH

HHBIX TpeboBaHwmii MHIPaLlMOHHOIO
3aKOHOJATEIbCTBA POACTBEHHHKAMH
pabOTHHKOB;

CBA3M B OKCTPEHHBIX  CUTyaUMsX ¢

pOACTBEHHHKAMH PabOTHUKOB;

OpraHUu3aliH KOprnopaTHBHBIX Meponpmn"uﬁ
B OTHOUICHHH POACTBECHHHKOB pa60THHKOB,
BKJIHOYAsA NpeaoCTaBJICHUE NOJAPKOB JIETAM;

OCYLUECTBIEHH " BBITOJIHEHHS
BO3/IO’KEHHBIX 3aKoHojaTenscTBOM PD
MEXAyHapoAHbiMH  gorosopamMu  P@  Ha
onepatopa  QyHKUMH, TIOJHOMOYMH M
00s3aHHOCTEH B OTHOLUEHHH JIMLL, BXOAALIMX
B Oprabl
yCTaHaBIUBaIOLIUX
KOHTPOJIb B OTHOLIEHHH KOMIIaHUH;

B3aUMOJEHCTBHA B paMKax
KOMIAaHWH B  OTHOLIEHHH
rpyMnbl KOMIaHHIH;

rpymmbl

3AKJIKOYCHHUsA, H3MCHCHHA (B TOM 4YHCIE
npon.neHm) H HCINOJIHEHHMA [OOroBOpPOB C
KJIMEHTaMH H KOHTparéHTaMHu =
HOPUHOHYECKHMH JIMLIAMH

BEJCHUS  I1eperoBOpOB,
MCTIONIHEHHA JOTOBOPOB ¢ KOHTpareHTaMu —
(H3HYECKUMH JTHLIAMM;
KOMMYHHKalUMH W B3aMMoOZeiCcTBHA ¢
cyOBeKTOM NepPCOHANIBHBIX

ynpaBJieHHA, Hu JIML, j
(OCYUIECTBIIAIOMINX) |

pabOTHUKOB |

3AKJIIOUEHHS W |

JAHHBIX, |

SABIAKOLIUMCA MEAULMHCKHM CIIELIHAJIUCTOM; |

OpraHMsalHH H/Wnu NpoOBCACHHA Hay‘-IHbIX'

MEpOIIPUATHH, UHGpOPMaLMOHHBIX
meponpuatuiit UMTICEH, cemunapog, nekum,

to perform the functions and assume powers
and obligations imposed on the employer
with respect to the employees’ relatives by
Russian legislation and international treaties
to which Russia is a party;

to provide benefits and allowances, including
insurance to the employees’ relatives;

to issue migration and travel documents to
travel abroad or enter into the Russian
Federation, assist the employees’ relatives
with fulfilling other requirements of
migration legislation;

to contact the employees’ relatives in case of
emergencies;

to organize corporate events for the
employees’ relatives, including giving gifts
to children;

to perform the functions and assume powers
and obligations imposed on the operator by
Russian legislation and international treaties
to which Russia is a party with respect to the
persons who are members of the company’s
governing bodies and persons (entities)
establishing (exercising) control over the
company;

to interact within the group of companies
with respect to the employees of the group of
companies;

to conclude, amend (as well as extend) and
perform contracts with clients and
contracting parties that are legal entities;

to negotiate, conclude and perform contracts
with contracting parties that are individuals;

to communicate and interact with the
personal data subject who is a medical expert;

to organize and/or hold scientific events,
IPSEN  information events, seminars,
lectures, publication of articles and materials
for healthcare professionals;



]'I)/6J'[[/ll{ﬁll!dl'[ craTed M MaTCpHaJIOB 1A
CrEHANMUCTOB 3paBOOXPAHEHHNA;

HanpaepjacHUsa 3arnpocoB O MNOTCHUHAJIBHOM
COTpY/IHHYECTBE (yenyru KOL)
crneuranucTam 3paBOooOXpaHCHHA;

obecrneveHHs (amMUHMCTPATHBHOMH
MOJICPXKKH)  3amofHeHHs W 00paboTku
sanpawumBaembix  UIICEH  noxkymentos
CIELHAIIMCTOB 3paBOOXPaHSHHUS;

B3aUMOJIeHCTBHS c cyOBeKToM
NepcoHAIbHBIX  NIAHHBIX  TI0  BOMpocam
KJIMHAYECKUX WCCIIeIOBAHUHA B OTHOLIEHUH
CTIELIMATIUCTOB 3paBOOXPAHEHNS;

00paboTKK 3anpocoB Ha NpeocTaBleHHe
MEIMLUMHCKOH MH)OPMALMH B OTHOLIEHHH
CMNELMATUCTOB 3/IpaBOOXPAHEHHUS;

B3aUMO/IeHCTBHA c cyOBeKTOM
NMepcOHAIbHBIX  JaHHBIX 110 BONPOCAM
packpbiTHs HMHpOpMaUMKM O MEAMLIMHCKHX

crieHanucTax B COOTBETCTBHH c
MPUMEHHMBIM 3aKOHOAATEIbCTBOM 17
peryiupoBaHHeM (Bru1tOuas

caMOperyJdpoBaHHe), B TOM 4YMCE B
cootBercTBuM ¢ Koaekcom Haanexxaluei
NpakTHKU AccolMauMu  MeK1yHapOaHbIX
(hapmaLleBTHYECKHX NpOM3BOJMTENEH
(AIPM) B  OTHOLIEHWM  CMELHATIMCTOBR
31paBOOXpPaHEHHS;

(hopMHpOBaHUA CHpaBOYHMKA BpaueH yid
pasMellleHus Ha COOTBETCTBYHOLIEM BeO-
caiite B OTHOLICHHH cneuyaaucTOoB
3paBOOXPAHCHHA,

0bpaboTku oOpalieHuii notpedbutenei U
peropTepos;

WCMONIHeHHs1  TpeOoBaHMH ~ MOHMTOPHHIA
¢ heKTUBHOCTH | OezonacHoCTH

JICKAPCTBEHHBIX  CPEACTB, B  YaCTHOCTH |

dapmakoHagzopa (B TOM uMcle 1O
obpaboTke obpaiunenuii ¢ uHdopmauueii no
fe30MacHOCTH  NPOAYKTOB,  NOOOUHBIX
JEHCTBUAX M HEKENaTeNbHBIX peaklMsix) B
OTHOIIIEHHH TIOTpedUTENeH 1 penopTepos;

MPOBECHHU MEponpUATHH W odecrnieueHHs
Y4acTHS B HUX CYOBEKTOB MNEPCOHAIBLHBIX
JIaHHBIX B OTHOLUEHHH  TOCETHUTENEH
MEpONPUATHI.

to send requests for potential cooperation
(KOL services) to healthcare professionals;

to provide (administrative support) filling and
processing of healthcare professionals’
documents requested by IPSEN;

to interact with the subject of personal data on
issues of clinical trials with respect to
healthcare professionals;

to process requests for the provision of
medical information with respect to
healthcare professionals;

to interact with the subject of personal data on
the disclosure of information about medical
professionals in accordance with applicable
law and regulation (including self-
regulation), including in accordance with the
Code of Good Practice of the Association of
International Pharmaceutical Manufacturers
(AIPM) with respect to healthcare
professionals;

to compile a physician directory to be posted
on the relevant website with respect to
healthcare professionals;

to handle consumer or reporter applications;

to comply with the requirements for
monitoring  efficiency and safety of
medicines, specifically Pharmacovigilance
requirements (including when complaints are
handled regarding the safety of products,
side-effects and adverse drug reaction) with
respect to consumers and reporters;

to hold events and ensure that personal data
subjects participate in such events with
respect to visitors of events.



4.1.

IIpapoBble ocHOBaHHS 00pabOTKH
NepCOHANBHBIX JAHHBIX

[IpaBoBbIME OCHOBaHUAMH JUi 00pabOTKH
[TJIH sBnsOTCA, B TOM YHCIE:

['pasknanckui Poccuiickoit
Denepaumy;

KOICKC

Tpynoeoii koaeke Poccuiickoit Denepanmy;

Hanoroesii Poccuiickoii

denepaluy;

KOJCKC

denepanbHbiii 3akoH oT 15.12.2001 Ne 167-
®3 «O6 oba3aTe/lbHOM  TNIEHCHOHHOM
cTpaxoaHuy B Poccuiickol @enepauuny»,

®eniepanbHbiii 3akoH oT 24.07.1998 Ne 125-
®3 «0O06 o006d3aTeIBHOM  COLMAIIbHOM
CTPaxOBaHMH OT HECHACTHHIX CJly4yaeB Ha
NPOU3BOJICTBE u npogecCHOHAIBHBIX
3ab0meBaHui»;

MepepanbHblii 3akoH oT 29.12.2006 Ne 255-

®3 «0O6 00A3aTe/ILHOM  COLHABLHOM
CTpaxOBaHWM HA  clyyal  BpeMEHHOM
HETPYAOCMOCOOHOCTH W B CBA3H €
MaTepHHCTBOMY;

DenepanbHbli 3akoH ot 25.07.2002 Ne 115-

@3 «O npaBoBOM NONOKEHHH HHOCTPaHHBIX |

rpaxcaad B Poccuiickoi @enepauum»;

MenepanbHblii 3akoH o1 18.07.2006 Ne 109-
@3 «O MUrpaLlMOHHOM YUY€TE€ HHOCTPaHHBIX
rpakmad WM Jadl 6e3  rpaxiaaicTea B
Poccuiickoii ®@enepauun»;

Menepanbhbiii 3akoH ot 06.04.2011 Ne 63-
O3 «O6 3nmeKTPOHHOH NOINTHCHY;

®enepanbHbiii 3akon ot 01.04.1996 Ne 27- |

@3 «006 HHIHWBUAYAIBHOM
(nepcoHMUUUMPOBAHHOM) YY€TE B CHCTEME

0053aTeJIbHOr0 NEHCHOHHOro CTpaxoBaHHAY, |

MenepanbHblii 3akon or 28.03.1998 Ne 53- |

®3 «O BOMHCKONH 0043aHHOCTH M BOEHHOM
cmyxben;

«0OcHoBbl 3akoHOarTenbcTBa Poccuiickoi
denepaumy o0 Hotapuate» ot 11.02.1993 Ne
4462-1;

4.

4.1.

Legal grounds for processing personal
data

The following, among others, constitute the
legal grounds for processing the PD:

the Russian Civil Code;

the Russian Labour Code;

the Russian Tax Code;

Federal Law No. 135-FZ “On compulsory
pension insurance in the Russian Federation™
dated 15 December 2001;

Federal law No. 125-FZ “On compulsory
social insurance against workplace accidents
and occupational diseases” dated 24 July
1998;

Federal Law “On compulsory social
insurance against temporary incapacity for
work and in connection with maternity leave”
dated 29 December 2006;

Federal Law No. 115-FZ “On the legal status
of foreign nationals in the Russian
Federation” dated 25 July 2002;

Federal Law No. 109-FZ “On registering
foreign nationals and stateless persons with
migration authorities in the Russian
Federation” dated 18 July 2006;

Federal Law No. 174-FZ “On electronic
signature” dated 6 April 2011;

Federal Law No. 27-FZ “On individual
(personified)  record-keeping in  the
compulsory pension insurance system” dated
1 April 1996;

Federal Law No. 53-FZ “On military duty
and military service” dated 28 March 1998;

No. 4462-1 “The Fundamental Principles of
the Legislation of the Russian Federation on
Notaries” dated 11 February 1993;



5.1,

3akon POD or 19.04.1991 Ne 1032-1 «O
3aHATOCTH  HacelieHHss B Poccuiickoi
Denepauun»;

MenepanbHblil 3akoH oT 28.12.2013 Ne 426-
®3 «O cneumanbHOR OLEHKE YCIOBHH
TpyAaan,

Mepepanbhblii 3akoH ot 12.04.2010 Ne 61-
®3 «O6 ofpaleHuy  JIeKapcTBEHHbIX
CPENCTBY;

3akon P® ot 07.02.1992 Ne 2300-1 «O
3alllMTe NpaB NoTpedUTenei;

®enepanbHblii 3akoH oT 24.11.1995 Ne 181-
D3 «O couManbHOM 3alUMTE HMHBAIMIOB B
Poccuiickoii @enepaunmny;

DenepanbHelii 3akoH ot 07.08.2001 Ne 115-
®3 «O npoTHBOAEHCTBMM JIErajlu3aluu
(OTMBIBAHHIO) JIOXO/IOB, MOJIy4eHHbIX
NPECTYNHLIM MNyTeM, W (UHAHCHPOBAHHIO
TEppOpHU3IMaY;

Veras Komnanunu;

ﬂOFOBOpr, 3aK/1I04YaEMbIC
Komnanueil M ee KOHTpareHTamH;

MEKILY

Jorosopel, 3akiiouaembie ¢ CyOBEKTAMH
TT /T8

Cornacust cyobekroB [1/ln nHa obpaborky
[1dn pabOTHHKOB, KaHIUIaTOB,
POACTBEHHUKOB pabOTHUKOB, pabOTHUKOB
rpynnbl KOMMaHHii, npeacTaBuTesnei
KJIMEHTOB M KOHTPAareHTOB — IOPHIHYECKHX
JML,  CMEUMAlIMCTOR  3/IpaBOOXpaHeHus,
MOCETUTENIEH MEPONIPHUATHH.

OopabaTbiBaeMble NepcoHAIbHbIE
AaHHbIC

B Komnanuu obpaborka I/In

OCYLIECTBJISETCH B OTHOILUEHWM CIELYIOLINX
Kateropui cyobekros I1/u:

pabOTHHMKOB;
KaHMaToB;

POJICTBEHHUKOB PabOTHHUKOB;

5:1.

Russian Law No. 1032-1 “On employment in
the Russian Federation™ dated 19 April 1991;

Federal Law No. 426-FZ “On special
assessment of working conditions” dated 28
December 2013;

Federal Law No. 61-FZ “On the circulation
of medicines” dated 12 April 2010;

Russian Law No. 2300-1 “On the protection
of consumer rights™ dated 7 February 1992;

Russian Federal Law No. 181-FZ "On social
protection of disabled persons in the Russian
Federation" of 24 November 1995;

Federal Law No. 115-FZ of 7 August 2001
“On combating legalisation (laundering) of
illegally gained income and financing of
terrorism’’;

the Company’s charter;

Contracts concluded between the Company
and its contracting parties;

Contracts concluded with personal data
subjects;

Consents of personal data subjects for
processing of personal data of employees,
candidates, relatives of  employees,
emplovees of the group of companies,
representatives of clients and contracting
parties that are legal entities, healthcare
professionals and visitors of events.

5. Personal data being processed

The Company processes the PD with respect
to the following personal data subjects:

employees;
candidates;

relatives of employees;



5.2

6.1.

6.2.

6.3.

JWL, BXOAAUIMX B OPraHbl YMpaBleHHA, H
ML, YCTaHaBJIHBAOLIHX
(OCYIIECTBAAIOIINX) KOHTPOJb B OTHOLUIEHHH
KOMIaHHH;

pabOTHUKOB IPYTNbl KOMNAHWH;

ﬂpeﬂCTaBHTeﬂeﬁ KJIHEHTOB H KOHTPareHTOB
— HPUHIUYECCKHX JIMLL;

KOHTPareHToB — (HU3HUECKHUX JTHLI;
CMEeLMATUCTOB 3PaBOOXPAHEHHS;
norpeduTenei ¥ penopTepos;
MoCeTUTENel MEPONPUATHH.

Copepskanne #u obwem [IJIH  kaxkno#
kateropun cyOwextoB [1JIH omnpenensiercs
HEe0OX0AMMOCTBIO 1IOCTHIKEHHS KOHKPETHBIX
ueneii WX o00paboTKHM, HeoOXOOUMOCTBIO
KoMnanuu peanuszoBaTb CBOM MpaBa MU
0053aHHOCTH, a TaKyKe npaBa H 0083aHHOCTH
COOTRETCTRYHOLIErO cyObekTa IT/IH.

6. Ilopaaok u ycnoBusi 06padoTku

NEPCOHAJIBHBIX JAHHbIX

ObpaboTka KomnaHueii Ix
ocyuiecTBiseTcss mytem cbopa, 3amucH,
CUCTEMAaTH3alMH, HAKOMJICHHS, XpaHeHHS,
yTouHeHuss  (OOHOBJEHHSA,  H3MEHEHHs),
U3BJICYEHHUS, MCIOJIb30BaHMA, Iepefavd
(pacripocTpaHeHus, npeAoCTaBIeHHs,
A0CTYNa), OJI0KMpOBaHMA, yAaIeHus,

yHuuTOkeHus T1]IH.

Ob6paborka TIJIH ocywecTBiseTcs MyTem
CMelaHHOH (Kak aBTOMaTH3HPOBAaHHOM, Tak
M HeaBTOMAaTH3WpOBaHHOH) o0OpaboTku, B
TOM YHCIIEe C HCNONB30BAHWEM BHYTpPEHHEH |
KOpPNOpAaTHBHOM ceTH U ceTH MHTepHeT.

HctounukoM uHbopmalmnd 060 ecex [1JIH !
ABnsgeTcs HenocpeacTseHHo cyb6bext T1/H. |
Ecau HHOE He YCTAHOBJIEHO
3aKOHOAATENILCTBOM Poccuiickoii
Oenepaund, Komnanus BripaBe momy4vatsb
[IOH cy6bekra TH OT TPeTbHX JHL, HO |
cyobekt I1/IH nomxen ObITH yBegomieH o0 |
ITOM.

8.2,

6.1.

6.2.

6.3.

persons that are members of management
bodies and persons establishing (exercising)
control over the company;

employees of the group of companies;

representatives of clients and contracting
parties that are legal entities;

contracting parties that are individuals;
healthcare professionals;

consumers and reporters;

visitors of events.

The content and volume of the PD of each of
the categories of personal data subjects are
determined by the need for achieving specific
purposes of processing such PD, for the
Company to implement its rights and
obligations, and the rights and obligations of
the corresponding personal data subject.

The procedure and conditions for
processing personal data

The Company processes the PD by
collecting, recording, systematising,
accumulating, storing, updating (renewing or
modifying), retrieving, using, transferring
(distributing, providing or accessing to),
blocking, deleting or destroying the PD.

PD is processed in a mixed manner (both
automatically and not automatically),
including with the use of an intranet and of
the Internet.

The source of all PD is a personal data
subject. Unless otherwise stipulated by
Russian legislation, the Company has the
right to obtain the PD of a personal data
subject from third parties; however, the
personal data subject must be notified to that
effect.



6.4.

6.5.

6.6.

KoMnaHus MOXeT OCYLUeCTBISTh Nepegavy
[1n cybwexroB [ TpeTbum auuam,
BKJIIOUas TpaHcrpaHuuHyw nepenauy [1/H
HA TEPPUTOPHH WHOCTPAHHBIX FOCYAAPCTB, B
TOM yucne, He  obecneuuBarOLIMX
aZieKBaTHYO 3auuTy npae cyobvexros [1]{H,
npy ycnoBuu coOnofeHus TpeboBaHMid,
npeaycMOTPEHHBIX 38KOHO/IATEJLCTBOM
Poccuiickoii ®enepauun.

Komnanus BnpaBe mnopyuuTs oOpaboTky
[0 gpyromy  nuuy ¢ corjlacus
coorBeTcTBYtOWEro cyowekra I[1/IH, ecnu
HHOE He [peaycMoTpeHo (eaepaibHbIM
3aKOHOM, HAa OCHOBAHMM 3aKIIO4aEMOro ¢
3THM JIMUOM JIoroBopa (Mopy4eHHs Ha
obpabotky [1/1n). Jluuo, ocyuectBasiowee
obpaborky I1JIH no nopyueHuto, oOsa3aHO
co0JIH0AaTh NPUHLIKIILL K NpaBria 00padoTKH

[1TH, NpelyCMOTPEHHbIE
3aKOHO/IaTENIBLCTBOM Poccuiickoi
®denepaumn, koHbuaeHumanbhocts  1/1H,
MPHHHMATD HeOOXOIHMBbIe MEpBI,
HarpaB/ieHHbIE Ha obecnieueHue
BbINOJIHEHHS obszaHHOCTEH,
NpPe1yCMOTPEHHBIX 3aKOHOJATENbCTBOM
Poccuiickoii deaepaumnu.

B  nopyuenuu na obpabGorky I1/H

Komnanueii ykazeiBatotcs nepedeHb [1]1H,
uend 00paboOTKM W nepedeHb JieHcTBUMH
(onepauunit) ¢ I1/IH, koTOpBIE MOTYT OBITH

COBEpUIEHbl  JIMLOM,  OCYILECTBJISIOILIMM
obpaboTky [1H no NOpY4YEHHIO,
YCTaHaBIHMBAIOTCS €ro  00f3aHHOCTH MO

cobmoaennio konduaeHuuansocti I1J1H,
TpeOOBaHHi, MpPeAyCMOTPEHHBIX HacTblO 5
cratbv 18 u crateeil 18.1 denepanbHoro
3akoHa ot 27.07.2006 Ne 152-®3 «O
MEePCOHANIBHBIX JaHHbIX» (fanee — «3aKoH o
NepCoHANbHBIX JAHHBIX»),
NpeoCTaBNEHHIO JOKYMEHTOB M WHOWM
UHGOPMALIMH, MOATBEPKIANOIIEN NPUHATHE
Mep H cOOMIONEHHE B LENSX HCIOJHEHHS
nopyueHus oneparopa TpeboBaHMiA,
VCTAHOBJICHHBIX B COOTBETCTBUM CO CTaTbeH
6 3akoHa O MNEpPCOHANBHBIX [AHHBIX [0
sanpocy Komnanuu B
JEHCTBUS TMOPYYEHHS, B TOM HHcle [0

obpadorkn  [1Jln, mno  obecneuenuio
GesonacHocti T1JIH mpu ux obpabotke, a
TaKxke TpeGoBaHus K 3aLIMTe

obpabarpiBaembix IIJIH B COOTBETCTBUM C
3aKOHOJATENILCTBOM Poccuiickoi
denepalnu, B TOM yucie TpebopaHHe 00
yBenomiaennn  Komnanum o

TECYEHHUE CpOKa

ciIyyasx, |

6.4.

6.5.

6.6.

The Company has the right to transfer PD of
personal data subjects to third parties,
including transfer of such PD across the
border to foreign states, including to those
that do not ensure adequate protection of
rights of personal data subjects, provided that
the conditions stipulated by Russian
legislation have been met.

Unless otherwise stipulated by the federal
law, the Company has the right to delegate
processing of the PD to another person
subject to the consent of the relevant personal
data subject, under the contract (instruction to
process the PD) concluded with such person.
The person that processes the PD further to an
instruction must comply with the principles
and rules for processing PD as provided for
by Russian legislation, keep the PD
confidentiality and take required measures to
ensure that the obligations stipulated by
Russian legislation are met.

In the instruction to process the PD, the
Company will indicate the list of PD, the
purposes of the processing and the list of
actions with the PD the person who processes
the PD further to an instruction is entitled to
perform. It will also establish the obligations
of such person to keep the PD confidentiality,
comply with the requirements stipulated by
Article 18(5) and Article 18.1 of Federal Law
No. 152-FZ of 27 July 2006 “On Personal
Data” (hereinafter, the “Personal Data
Law”), provide documents and other
information that confirm taking measures and
complying with the requirements stipulated
by Article 6 of the Personal Data Law upon
the Company’s request and during the term of
the instruction (including the period before
the PD processing) for the purposes of
executing the operator’s instruction and
ensure the safety of the PD during their
processing, as well as the requirements for the
protection of processed PD under Russian
legislation, including the requirement to
notify the Company of the events stipulated
by Article 21(3.1) of the Personal Data Law.



6.7.

6.8.

6.9.

6.10.

6.11.

Tl

T:2:

npeaycMoTpeHHbIX uacTeto 3.1 craten 21
3aKoHa O TIepCOHANbHBIX JaHHBIX.

[lpu obpaborke [1Jn B Komnanuu
cobmoaoTes  ycnosus, obecneunBarouine
COXPaHHOCTb U KOHGUAEHUHaNBHOCTB [1/1H.

KomnaHus TNpeAnpHHUMaeT HeoOXOoaHMBble
TEeXHHYECKHEe M OpPraHM3alHOHHbIE MEpHI B
COOTBETCTBUH c 3aKOHOJATE/IbCTBOM
Poccuiickoii @enepaunn B obnactu T1/IH ¢
uenbtlo  ofecneyeHWs MX  3alUMTBL  OT
HeCaHKIMOHMPOBAHHOTO JocTyna,
W3MEHEHUs, PACKPbITUS WIH YHUUTOMKEHH.

Pa6otHukn Komnanuu, a Takke WHbIE JIMLA,
nonyuusiie pocryn Kk I1JIH, npuHMMaloT
obs3aTenbeTRA no obecrneyeHHIo
KOH(MIEHLHAIBHOCTH
T1JIH.

MO3BOJISIOLIEH
cyobekta [1/IH, HO He QOnbLIE, YEM ITOrO
TpeOyloT 1enu uX 00pabOTKM, €C/M HWHOH
CPOK He YCTaHOBJIEH 3aKOHOAATEeNLCTBOM
Poccuiickoii @enepauvy WIH JOTOBOPOM,
CTOPOHOH KOTOpOTo,
BbITOIONpHOOpeTaTeNIeM HIH TOPYYHTENEM
no kotopomy sensercs cyosekt [1/1H.

Vuuuroxenue [1J]I[H npoussoauTcs 1mocje
NOCTHKEeHMA Lelel Ux 06p&60TKP1, B cliyyae
yTparbl HeoOXOAUMOCTH B JIOCTHIKEHMH

obpabaTbiBaeMbIX

renei oopaboTKyu MK N0 OKOHYAHHH CPOKa |

XpaHeHus 11, YCTaHOBJICHHOTO
(henepanbHBIM 3aKOHOM HWJIH JIOTOBOPOM,
CTOPOHOH KOTOPOro,

BeITOAONpHOOpETaTENIEM HIH TMOPYUYHTENEM |

no kotopomy apnsercsa cyowekT [1/1H.

7 AKTyaIM3anMs, HCpaBJieHue H

YHHYUTOKEHHE MEPCOHAJIBHBIX JAHHBIX

Komnanus npeanpHHUMaeT pa3yMHbIE MEpPbI
IS MIOIEPKAHUS TOYHOCTH M aKTyaJlbHOCTH
obpabatbiBaembix [1JIlH, a TakKe HX
yJaleHus B Cy4asx, €cid OHH MPH3HAIOTCA
yCTApeBIIMMH,  HENOCTOBEPHBIMH  HIIH
W3JIWIIHAMH, THOO ec/iM JOCTUTHYTHI LIENH
HX 00paboTKH.

B cnyuae oOHapy)keHHs (axTa HETOUHOCTH
I/I1 Wik HEMPABOMEPHOCTH MX 00pabOTKH,

6.7.

6.8.

6.9.

6.1

Xpanenue I1/In ocyiectnsercs B ¢opme, | 6.10.

HAEHTHHIIMPOBATD |

1.

il

7.2.

When it processes PD, the Company must
comply with the conditions securing safety
and confidentiality of the PD.

The Company will undertake all necessary
technical and organisational measures under
Russian legislation in the area of PD in order
to secure safety against unauthorised access,
modification, disclosure or destruction.

The Company’s employees and other persons
who were granted access to the PD will
assume obligations to ensure confidentiality
of the PD being processed.

The PD should be stored in a form which
allows the personal data subject to be
identified, but not for a longer period than
required for the purposes of processing the
PD, unless another period is set by Russian
legislation or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

The PD will be destroyed once the processing
purposes have been achieved if such purposes
are no longer needed to be achieved or after
the PD storage period expired as set by the
federal law or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

Updating, correcting and destroying
personal data

The Company will undertake reasonable
measures to maintain the PD accurate and
updated and to delete it if the PD is
recognised to be obsolete, inaccurate or
redundant, or if the purposes of processing
the PD have been achieved.

If it is discovered that the PD is inaccurate or
its processing was illegal, the Company will



7.3,

Komnanus o0s3aHa npoBecT akTyain3aumio
WK NPEeKpaTHTh UX 00paboTKY.

O6padotka [1/1H npekpautaercs Komnanueii
B CJIEAYIOLIEM NMOPSIKE U CPOKHK (ecii HHOe
He TpPelyCMOTPEHO  3aKOHO/aTe/IbCTBOM
Pocceuiickoi Menepaunn):

MpH BbISBJIEHUH HEIPABOMEPHbIX IeHCTBUH C
[TIJIH B cpok, He mNpeBbIIAIIMIA Tpex
pabounx AHeH ¢ JaThl TAKOro BbISBIEHUS,

Komnanus ycTpaHsaeT JIOMyUIEHHBIE
HapyuwieHust. B ciyuae HeBO3MOXKHOCTH
yCTpaHeHHUs  JIOTYIIEHHBIX  HapylUIeHWi
KomnaHuss B CpoK, HE nNpeBbllLAIOLIUHA

Jecatn pabouux fAHEH ¢ JaThbl BBIABICHMS

HenpaeoMepHocTH  aeiicteuit ¢ [1]IH,
yauurokaer  IlJln. OO ycrtpaneHuu
JIONYIIEHHbIX ~ HapyweHuwd  wnm 06

yHuutoxkenuu [1/ln Komnanusa yeenomnser
cyOvekra TIJIH  wWiM  ero  3aKOHHOIO
NPeCTaBUTENS, a B Clydae, eciu obpalleHre
wid  3anpoc  OblIM  HamnpaBieHbl B
YTMOJHOMOYEHHBIH OpraH Mo 3allluTe MNpas
cyobextoB [1/1H, Takke 3TOT Oprau;

nNpu JOCTHIKEHHW uenu obpaborku [1/IH
Komnauus npexpaiwaer obpadotky I1JIH u
YHUUTOXkaeT cooTeeTcTByloLHe [1/1H B cpok,
He MPeBbIUAIIMIA TPUALATH JHEeH ¢ aaTbl
JIOCTHYEHUs Lesin 00paboTku 1)1H;

npu or3eiee cydbekTom T1JIH cornacus Ha
obpaborky  cBoux  [1In  Komnanus
npekpataer odpadorky IJIH M yHHuTONKAET
(3a ucnouenuem [1/[n, kotopble xpaHsTcs B
COOTBETCTBHH c JIEHCTBYIOLIMM
3akoHopatenscteoMm) IlJIH B cpok, He
MpeBbLILIAIOWMI  TpUALATH JHEH C  JaThl
NOCTYIUIEHHS YKA3aHHOTO OT3bIBA;

npu obpawerdnu cyobexra [1/]1 k Komnanuu
¢ TpeboBaHHEM O MpeKpalleHHH odpaboTku
[1In, Kommnanus npekpaiaer obpadoTky
ITIn v yuuurokaer T1/IH (3a uckmoueHreM

I11IH, obpaboTka KOTOPBIX MOXKET |
ocylecTBIATbCA 0Oe3 cornacus cyObekra |
[TH, a HMEHHO B cly4asx, |

NpeayCMOTPEHHBIX NYHKTaMK 2 - 11 yactu 1 |
craTthu 6, yacTeio 2 ctathd 10 W yacTeo 2 |

crated 11 3akoHa 0 nepcoHanbHBIX JaHHBIX)
B CPOK, HE MPEBBIIAOIIMI AecATH pabounx
JHEH ¢ JaThl NOJTYYeHHs COOTBETCTBYIOLIErO
TpeOoBaHHA. YKa3aHHbIH CPOK MOXET ObITh
NPOANeH, HO He Doslee YeM Ha nATh pabounx

T3

have to update the PD or cease processing
such PD.

The Company will cease to process the PD by
the following procedure and within the
following timeframes (unless Russian
legislation provides otherwise):

if any unlawful actions with the PD are
revealed, the Company will rectify the
violations within the period not longer than 3
business days after such actions have been
revealed. If the Company does not rectify the
violations committed within the period not
longer than 10 business days after the day
when the illegal actions with the PD were
revealed, it will destroy the PD. The
Company will notify the personal data
subject or his/her legal representative of the
destruction of the PD, and, if an application
or request was forwarded to a competent
authority responsible for the protection of
rights of personal data subjects, notify the
competent authority as well;

once it achieves the purposes of processing
the PD, the Company will cease processing
and will destroy the relevant PD within the
period not longer than 30 days once the
purposes of processing the PD were
achieved;

if a personal data subject revokes his/her
consent to have his/her PD processed, the
Company will cease processing the PD and
destroy it (except for the PD that must be
stored under effective legislation) within the
period not longer than 30 days once the
relevant revocation has been received.

if a personal data subject demands that the
Company cease PD processing, the Company
will cease processing and destroy the relevant
PD (except for the PD that does not require
the PD subject’s consent for processing,
namely in the events provided for by
paragraphs 2-11 of Article 6(1), by Article
10(2) and Article 11(2) of the Personal Data
Law) within the period not longer than ten
business days once the relevant demand has
been received. This timeframe can be
extended but for no longer than five business
days if the Company serves a motivated
notice to the personal data subject, including

10



7.4.

T3,

8.1.

IHeH B ciyyae HanpasieHus KomnaHuel B
ajapec cybwekta IIJIH MOTHBHUpOBAHHOIO
VBEIOMJIEHHs €  YKa3aHMEM  NPUYHH
NPOMJICHHS CpOKa npekpauieHus obpaboTku
W yHuuToxeHus T111H.

B cioyyae  OTCYTCTBHA  BO3MOXKHOCTH
yHuuToxeHus TIJ[H B TeueHue yKasaHHBLIX
CPOKOB Komnanus OCYUIECTBIAET
OJI0KHpOBaHHE TAKUX [ WIH

obecneynBaeT MX OJOKHPOBAHWE M 3aTEM
obecneunpaer yHuurokenue I1JIH B cpok He
fonee yeM LECTb MECHLIER, €C/IH HHOH CPOK
He yCTaHOBJIEH 3aKOHOJATeNbCTBOM
Poccuiickoit @enepaunn.

Yuuutoxenue [1/IH 10mKHO NPOU3BOANTBLCSA

cnocoboM, HCKIYAIOLMM  JalbHEHLIYI0
obpaboTky Takux [1JIH.

IIpaBa u 06s13aHHOCTH CYOBLEKTOB
NepPCOHATBHBIX JAHHbIX

CyObext I1JIH umeeT npaBo Ha Mojly4eHHE

uHdopmaumy,  kacawoweiics  oOpaGoTku
Komnanueit ero TIJIlH, B TOM uMcne
coJlepiKalleH:

noareepkaeHue dakra obpadorku I11H;

NpaBOBbIE OCHOBAHMA M lenH o6paboTkH |
[1]1H;

1esin 1 npumeHsemble Kommnanueit cioco0bl
obpaborku I11H;

HaWMEHOBaHHe u MECTOHaXOK/IeHHE
Komnanuu, cBeleHus o Juuax  (3a |
vckaoueHWeM  paborHukoB  Komnanum),

koropele umeror joctyn k IIJln umam
KOTOpBIM MOTYT OblTb packpbiThl TIJIH Ha |
OCHOBaHWH JoroBopa ¢ KomnanueH wnm Ha i
OCHOBaHHH (heliepaIbHOTrO 3aKOHA;

nepeueHs obpabartbiBaemelx [1/IH cyObekra | |
[TIH, HCTOYHMK WX MOJYYEHHS, ECIIM HHOM }
MOPAIOK TPEeACTaBAEHHA TaKHX JAHHBIX HE |

npeaycMoTpeH delepanbHBIM 3aKOHOM; |

cpoku ob6paboTku I1/IH, B TOM 4HClle CPOKH :
HX XpaHeHHs; i
|

7.4,

7.5

8.1.

the reasons for the extension of the term to
cease PD processing and destroy such PD.

If it proves to be impossible to destroy the PD
within the above timeframes, the Company
will block the PD or arrange for such PD to
be blocked, and subsequently arrange for the
PD to be destroyed within no less than 6
months, unless Russian legislation provides
for a different term.

The PD must be destroyed in a manner that
rules out the possibility of such PD being
subsequently processed.

Rights and obligations of personal data
subjects

A personal data subject has a right to receive
information concerning the processing of
his/her PD by the Company, including the
information containing:

confirmation of the fact that the PD is
processed;

the legal grounds and purposes for processing
the PD;

the purposes and the methods the Company
uses to process the PD;

the name and location of the Company,
information about the persons (excluding the
Company’s employees) who have access to
the PD or about the persons to whom the PD
may be disclosed pursuant to a contract with
the Company or pursuant to a federal law;

the list of PD processed relating to the
personal data subject, and the source of the
PD if a federal law does not stipulate a
different procedure for providing such
personal data;

the timeframes for processing the PD,
including the storage time for it;

11



8.2.

8.3.

8.4.

8.5.

MopaloK ocyiuecTBneHust cyobektom I1)[H
npas, npe/yCMOTPEHHBIX
3akoHOaTeNbCTBOM B obnactu [1]1H;

uHpopMaLnio 00 OCYINECTBIEHHOH WIH O
NpeanoaraeMoi TpaHcrpaHM4YHOH nepeaaye
ITH;

HauMeHoBaHHe (HaMMIIHIO, UMS, OTUYECTBO) H
ajJpec Julla, ocyulecTsistouero oopadboTky
IIln mo mnopyuenutro Komnanum, eciu
o0Opaborka nopydena uinu OyaeT nopydeHa
TAKOMY JIHLLY;

uHdopmauuro o crnocobax HMCNOJIHEHHA
Komnanueil o0s3aHHOCTEH, yCTAHOBIEHHBIX

cratbe  18.1 3akoHa 0 mNepcoOHaNbHBIX
JIaHHBIX,
HHbIE CBeIEHH, npelyCMOTPEHHbIE

3aKOHOJIAaTeNIbCTBOM B obactu [1]]H.

CybOwvext [II/ln BrnpaBe TpeGoBaTh oT
Komnanuu  yrounenus ero [l[Qn, wux
OJIOKHPOBAHHS WM YHHUTOXKEHHS B clyuvae,
ecin [1Jln sBnsrorces HEMNOJIHBIMH,
YCTApeBLIMMH,  HETOYHBIMH,  HE3AKOHHO
MOy YEHHBIMH WK He ABJISIOTCS
HEOOXO/JMMBIMH /I 3aBIEHHON LM
obpabortku, a TaKKe NMPUHHMATh
MPeAYCMOTPEHHBIE  3aKOHOM  MEpbl 10

3aliMTe CBOMX IIpaB.

Ecnu cybsexr I1JIH curraer, uto Komnanug
ocyuiectsiser odpaborky ero Il ¢
HapylIeHHeM TpebopaHuii
3akoHojaatenscTea, cybbext [1JIH Bnpaere
ofxanorars JeHCTBMA WK Oe3ielcTBHe
Komnanuu B ynonHOMOYeHHBIH OpraH mno
sawmte npas cyowvexroB [/l wim B
cynebHoOM nopaaxe.

[IpaBo cybnekta [1/In Ha noctyn k ero I/
MOXKeT OBITh OrpaHHYCHO B COOTBETCTBHH C

¢denepanbHeiMu - 3akoHamu  Poccuiickoit
deaepaliu.

Cy06next 111 00s3aH:

npenoctapaaTe  KomnaHuM  JocTOBREpHBIE
I1]1H;

CBOeBpeMeHHO coobuatk Komnanuu 00
M3MEHEHUAX M aonojiHeHusx cBoux [1]1H;

OCYLICCTBJIATL CBOH IIpaBa B COOTBETCTBHUH C
3aKOHOM, HHbIMH HOPMAaTHBHBIMU
NpaBoOBbIMH aKTaMmH H JIOKaJIbHBIMH

8.2.

8.3.

8.4.

8.5

the procedure for the exercise of rights by the
personal data subject as provided for by PD
legislation;

information about the cross-border transfer of
PD which has been performed or which is
contemplated;

the full name and address of a person
processing the PD at the Company’s
instruction if such person is/will be instructed
to perform the processing;

information about the methods that the
Company uses to perform the obligations
stipulated by Article 18.1 of the Personal
Data Law;

other information for which the PD
legislation provides.

A data subject may demand that the Company
adjust his or her personal data, block or
destroy it if the personal data is incomplete,
obsolete, inaccurate, was received unlawfully
or is not necessary for the declared purpose of
processing, and also take any measures
provided for by legislation to protect his or
her rights.

If a personal data subject believes that the
Company processes his/her PD in violation of
the legislation, the personal data subject is
entitled to contest the Company’s actions or
inaction at the competent authority
responsible for protecting the rights of
personal data subjects or under a court
procedure.

The personal data subject’s right to access
his/her PD can be limited in accordance with
Russian federal laws.

A personal data subject is obliged:

to provide to the Company accurate PD;

to promptly inform the Company of any
changes or additions to his/her PD;

to exercise his/her rights in accordance with
the law and other regulations and by-laws of

12



9l

9.2,

HOpMATHBHBIMM  akTamMM  Kommanuu B |
o6nacti 06paboTku U 3aluTsl [1/1H;

HUCTIOTHATD HHbIE 0093aHHOCTH,
npeyCMOTPEHHbIE 3aKOHOM, HHBIMH
HOPMATHBHBIMH ~ TIPAaBOBBIMM ~ @KTaMH H
JIOKalbHBIMH ~ HOPMAaTHBHBIMM  aKTaMH
Komnanuu B ob6nactu 0OpabOTKH M 3alLHThI
[11H.

IlpaBa u o6a3anHocTH Komnanuu

[Ipu ocywectenennn obpaborkn T/l

Komnanus Bnpase:

ycTaHaB/MBaTh npaeuna obpaborku I1JIH B

KoMnaHuy,  BHOCHTbL  HM3MEHEHHMA  H |
OMOJHEHHS B JIOKANBHBIE HOPMAaTUBHBIE

aKThl, CaMOCTOSTENBHO B pamKax |
TpeboBaHHH 3aKOHO/ATENIbCTBA

paspabaTbiBaTh M TIPUMEHATb  (OPMBI

JIOKYMEHTOB, HEeOOXOAUMBIX i

ncnonHenus obazanHocTel oneparopa I1/1H;

OCYLLECTBIATh HHbIE npasa,

npeaycMOTPEHHbIE 3aKOHOM, WHBIMH

HOPMATHBHBIMM  TPABOBLIMH ~ aKTaMM M |
NOKANBHBIMH  HOPMATHBHBIMH ~ @KTaMH
KoMmmanuy B 061acTH 06paboTKH W 3aLHThI |
I J1H.

[Ipn  ocywectenenud obpaborku  I1/H
Komnanus obs3aHa:
obecneyusarthb 06paboTky MJIH |

MCKJIFOUHTENBHO B LIE/ISX, U1 KOTOPBIX ObU1 |
ocyecrtsieH cbop I[111H; !
nony4yats oT cybobekra I1JIH cornacue Ha |
obpaborky ero IIJlH, B TOM uucie B
NUCLMEHHOH topme, B cyuasx,
YCTAHOBNEHHBIX  3aKOHOJATENbCTBOM, W
pasbacHATe cyOwekty [IJIH Hopuanueckue
NOCNENCTBUS OTKa3a AaTk COMJlaCM€ Ha HX
00paboTKy;

sawmare [1J[H OT HMX HenpaBoMepHOro
HCTIONB30BAHUS WIIH YTPaThI;

W3IMEHTb, OOHOBIATL M yTO4YHATH ILJH |
cyobexroB I1/1H;

YBEJOMJIATh YTOJTHOMOYEHHBIH OpraH o |
samure npas  cybbekroB Il 06
yCTAHOBJIEHUH (aKTa HENpaBOMEPHOH WIIH
cnydaiiHoi  mepefadyd  (NpeaoCTaBJIeHHS,
pacnpocTpaHeHH , JocTyna) [10H,
MOBJEKIIEH HapyllleHHe npaB CyOBEKTOB |

I H, B CPOKH, YCTAHOBJIEHHBIE |
3aKOHOJ1aTeIbCTBOM Poccuiickoi |
Meaepanyu; ‘

9.1.

9.2.

the Company in the area of the processing and
protection of PD;

to perform any other obligations as provided
for by the law and other regulatory
instruments, and under internal regulatory
documents of the Company in the area of the
processing and protection of PD.

Rights and obligations of the Company

When it processes the PD, the Company has
the right to:

within the framework of the statutory
requirements, establish rules for the
processing of PD in the Company, amend and
supplement the regulations, draw up and
implement by itself templates of documents
required to perform the obligations of an PD
operator;

exercise any other rights as provided for by
the law and other regulatory instruments, and
under internal regulatory documents of the
Company in the area of the processing and
protection of PD.

When it processes the PD, the Company is
obliged to:

ensure processing of the PD solely for the
purposes for which the PD was collected;

obtain consent from a personal data subject to
the processing of his/her PD, including in
writing in cases established by legislation and
clarify to the personal data subject the legal
implications of his/her refusal to give consent
to such processing;

protect the PD from unlawful use or loss;

amend, renew and update the PD of personal
data subjects;

notify the authorized body responsible for
protecting personal data subjects’ rights of
any established fact when the PD were
unlawfully or unintentionally transferred
(provided, distributed or accessed), with such
transfer leading to the violation of the rights
of personal data subjects, within the
timeframe stipulated by Russian legislation;

13



10.1.

10.2.

obecneuHBaTh B3aMMOJIeHcTRHE c
roCyapcTBEHHOH cHCTeMOl oOHapyeHus,
npesynpexaeHus | JUKBHIALMH
MOCNEJCTBHH  KOMIBKOTEPHBIX aTak Ha
HHpOpMALIHOHHBIE  pecypebl  Poccuiickoit
Oenepanmu,  BOYas  MHGOPMUPOBAHHE
YTOJIHOMOYEHHOTO  oprana B obnactu
obecneyenus 0e30MacHoCTH 0
KOMIBIOTEPHbIX MHLMAEHTaX, TMOBIEKIIHX
HEMpPaBOMEPHYIO nepenauy
(npepocrasieHue, pacrpocTpaHeHHe,
goctyn) I1[ln B nopsiake, onpeneseHHOM
YIOJHOMOYEHHBIM ~ OpPraHoM B obJacTu
obecrnieueHmns HE30MacHOCTH;

MCITOJTHATh WHbIC 0053aHHOCTH,
NpejlyCMOTPEHHbIE 3aKOHO/IATEIbCTROM
Poccuiickoit  @enepauuu M JIOKAJILHBIMH
HOpPMAaTHBHBIMH  akTamu  Komnanuu B
obnactn 06paboTku u 3awmTel [1H.

10. OteeTrn! HA 32a0POCHI CYOBEKTOB

NePCoOHANBHBIX JTAHHBIX

Komnanua npenocranser cyobekty I1/IH
OTBET Ha 3aMnpoc O NONYYSHHUH HH(OPMALUH,
Kacalolledcs obpabotkn ero I1]ld, Ha
OCHOBaHHUH COOTBETCTBYIOLIETO
MACbMEHHOTO 3asBeHus cyObekta [1)]H.

Anpec nns obpauenuii cydbekros I1IH B
Komnanuto no Bonpocam o6pabotku IM){H:

109147, r. MockBa, BH. TEep. T.
MYHHUHNANbHBIH oOkpyr Tarauckuid, yi.
Taranckas, a. 17-23, stax 2, nomeuienue 1,
koMHatel 16, 18, 18a, 186, 188, 19-27, 30-36,
36a, 38, 39a, 396, 398

10.

10.1.

10.2.

ensure interaction with the state system for
detecting, preventing and eliminating
implications of computer attacks on Russian
information resources, including informing
the authorized body responsible for security
about computer incidents as a result of which
the PD were unlawfully transferred
(provided, distributed or accessed), in
accordance with the procedure set by such
authorized body responsible for security;

perform any other obligations as provided for
by Russian legislation and internal regulatory
documents of the Company in the area of the
processing and protection of the PD.

Responses to the requests of personal data
subjects

The Company will reply to the personal data
subject to his/her inquiry regarding the
information related to the processing of
his’her PD based on the relevant written
application of the personal data subject.

Please find below the address for applications
of personal data subjects for the Company
regarding the processing of the PD:

109147, Moscow, int. territ. city municipal
district Taganskiy, Taganskaya street, 17-23,
2nd floor, office 1, rooms 16, 18, 18a, 18b,
18v, 19-27, 30-36, 36a, 38, 39a, 39b, 39v
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