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POLICY

FOR THE PROCESSING AND PROTECTION OF THE PERSONAL DATA
MOSCOW REPRESENTATIVE OFFICE OF IPSEN PHARMA COMPANY (FRANCE)

1. O61IHe MON0KeHHA

Hactosmas [Nonutrka o6paboTKH U 3a1MTEI
MepPCOHANBHBIX JaHHBIX (narnee -
«IMoanTHKa») omepaTopa NEePCOHAILHBIX
JAHHBEIX — MOCKOBCKOE NPEJICTAaBHTENHECTBO

KOMIIaHUH "UITCEH GAPMA"
(OPAHLIMA) (nanee -
«MpencraBurenseTBO»), MECTO
naxoxnenns: 109147, ropox Mocksa,

Taradckas ynuira, xoM 17-23, onpenenser
OCHOBHBIC MPHWHIAIB], TOPAAOK U YCJIOBHS
00paboTKH NePCOHATBHBIX JaHHBIX (Jajee —
«II[In»), TpeGomamms k 3ammre [IJH, a
TaKKe OCHOBHBbIE INpaBa W 0O0A3aHHOCTH
cyObextor 11]]a 1 oneparopa I1/1n.

Hactosuas TlonHTHka sSBIAETCA OCHOBHBEIM
PYKOBOASIINM JIOKaJIbHLIM  HOPMATHBHBIM
axtoM IlpencTaBuTeNnbCTRa, ONpeIe/IsIOIM
TpeGoBaHHS B OTHOLIEHMM OOpaboTKM H
samutsl [1/]1.

IpuauBnsl 00patoTKH NEPCOHANBLHBIX
AAHHBIX

Ob6padorka  TIIH
ocyliecTBisieIcs B

Hpe,HCTaBHTGJILCTBOM
COOTBETCTBUH Cc

1.1.

1.2.

2.1.

1. General provisions

This Policy for the processing and protection
of personal data (the “Policy”) drafted by the
personal data operator, ie. Moscow
representative office of IPSEN PHARMA
company (FRANCE) (the “Representative
office”) at: 109147, Moscow city,
Taganskaya street, building 17-23, defines the
basic principles, procedure and conditions for
processing personal data (the “PD”), the
requirements for protecting the PD and the
main rules and obligations of personal data
subjects and of the PD operaior.

This Policy is the Representative office ’s
principal internal guide that defines the
requirements for processing and protecting
the PD.

Principles of processing personal data

The Representative office processes the PD in
accordance with the following principles:



3.1.

TNIPpUHLOHTIAMH:

3aKOHHOCTH W CHPaBEATMBOCTH Lenedl u
crioco6oB 0bpadorku I1]1H;

orpadndeHns 00pabotkn I1JIH JoCTHXKEHHEM
KOHKPETHBIX, 3apaHee ONpeleNeHHBIX H
3aKOHHBIX LENei;

HeJoTylieHHs o0beqUHEHHs 0a3 NaHHbIX,
comepikanmx [1/lH, oOpaboTka KOTOpBIX
OCYIIECTBIsIETCS B LETSIX, HECOBMECTUMBIX
MeXay coO0l;

COOTRETCTBHS O0BEMa M  COACPIKaHHA
obpabatriaeMsrx TIJJH menasm ob6paboTku
BVIUH

HemomycTnMocTi 0bpabotku T1/1H, koTopas
MOKeT OBITh HECOBMECTUMA C LleNsMu coopa
I10H;

obecneyeHus TOYHOCTH s, X
JIOCTaTOYHOCTH, a2 B HEOOXOAMMBIX CITydasx
aktyamsuoct  I1JlH  mng  uenelt ux
00paboTky;

xpanenns [l B dopme, mo3BosIrOIIE
omnpenennth cyonsexTa I1/11, He noJbLIe, TeM
3TOrO TPeOYIOT Lieau oOopaborku I1/1n.

Henn o6paboTKH NMEPCOHAIBLHBIX JAHHBIX

[IpencraBUTebCTBO OCYILIECTBIAET
ob6pabotky IT/lH B ClleMyFOIIHX HensxX:

HCHOJIHEHHs TIpaB U 00A3aHHOCTeH CTOPOH
TPYIOOBBIX OTHOLIEHHIT;

MH(DOPMATHOHHOTO 0becTeyeHns Tpyd0BOi
JesTeIbHOCTH PabOTHHKA,;

obecTicueHds] OpraHH3aliud W peaju3aluy
€IUBbIX BHYTPHIPYIITIOBBIX 6uzHec-
npotiecco rpynmsl komnanuii MIICEH B
OTHOLLEHHH PabOTHUKOB;

OCYIIECTBIIEHNA u BBIOJTHCHHS
BOJJIOKEHHRIX 3aKOHOJMATEILCTBOM P® u
MEXIYHApOOHbIMU Joropopamu PO Ha
paboromatens QyHKUMA, MOTHOMOYMH H
00s3aHHOCTEH B OTHOILIEHUH POACTBEHHUKOB
pabOTHHKOB;

3.1

purposes and methods for processing the PD
are legitimate and fair;

processing of the PD is limited to achieving
specific and lawful purposes set in advance;

it is not permitted to combine the databases
which contain the PD processed for mutually
incompatible purposes;

the volume and content of the processed PD
correspond to the purposes for processing the
PD;

it is not permitted to process the PD where
such processing is incompatible with the
purposes for which the PD was collected;

it must be ensured that the PD is accurate,
sufficient and, where necessary, updated for
the purposes of processing the PD;

the PD is stored in a format allowing for a
personal data subject to be determined but not
for a longer period than required for the
purposes of processing the PD.

Purposes of processing personal data

The Representative office processes the PD
for the following purposes:

to ensure performance of rights and
obligations by the parties to employment
relationships;

to ensure information of an
employee’s labour activity;

support

to ensure that unified internal business
processes are arranged and implemented with
respect to employees within the IPSEN
Group;

to perform the functions and assume powers
and obligations imposed on the employer
with respect to the employees’ relatives by
Russian legislation and international treaties
to which Russia is a party;



OCYTIECTBIIEHUSA H BBITIOAHEHHS
BO3JIO’KEHHBIX 3aKOHONATENBCTBOM PO u
MEX/yHapOJIHEIMH  JoroBopamu P@  Ha
onepatopa  (QyHKUWH, TOJHOMOYHHA 1
00s13aHHOCTEN B OTHOIIEHHH JIMLL, BXOSIINX
B OpraHbl YOPaBICHASA, H AL,

YyCTaHABIMBAOIIHX (OCYLIECTBISTIOIIX )
KOHTPOITb B OTHOIIEHHUN
IIpeacraBUTENLCTBA,

B3aMMOIEHCTBUY B paMKax  IpyMNObl
KOMIIAHHIT B OTHOIIEHWM pabOTHHKOB
TPYIIBI KOMOAHKH;

3aKJIOYEHAA, H3MCHCHMA (B TOM HHCIIE
IIpOIlJIEHI/ISI) H UCMOJHEHHA OOroBOpoB €

KOHTparéeHTaMH — OPHAUYCCKUMH JTULHaMH,

OCYNIECTBIICHHS] M BBINOJHEHUA QYHKLWMH,

TIOJTHOMOYMH " obs3aHHOCTEH,
BO3JIOKEHHBIX Ha oreparopa
3aKOHOAATEILCTBOM Poccuiickoi
Oenepayn H MEeXKITyHAPOAHbIMHI

noropopamu  Poccuiickolf  ®enmepaunu B
pamMKax MEepOTpHATHH KOHTPOILA;

IIpaBoBbie ocHOBaHHSA 00paboTKH
MEePCOHATBHBIX NAHHLIX

[IpaBoBEIMH OCHOBAHHAMH st 00paboTky : 4.1.

T1/1H sBAAIOTCA, B TOM UUCTIE:

I'paxxnanckuii KOIEKC Poccuiickoi

Oenepaluy;

Tpynosoit konekc Poccuiickoii ®enepaviiy;
Hautorossiit KOJeKC Pocculickoit
Oenepaliy;

®eepanpHbI 3ak0H oT 15.12.2001 Ne 167-
d3 «0O6 o0s3aTeMHHOM  MEHCHOHHOM
crpaxoBanny B Poccuiickoll @enepaimmny,;

denepanbHeiif 3aKoH oT 24.07.1998 Ne 125-
®3 «06 o0g3aTenbHOM  COLHANBHOM
CTPAaxOBaHWW OT HECYaCTHBIX CJy4YdeB Ha
MNPOH3BOACTBE W TPOQPECCHOHANBHBIX
3a0oNeBaHni»;

DenepanbHblii 3akoH oT 29.12.2006 Ne 255-
O3 «0O06 obg3aTeIbHOM  COIMATTEHOM %
CTPaXOBAaHMM HA  Cydali  BpeMeHHOM
HeTPYAOCIOCOOHOCTH H B CBA3M €
MaTEePUHCTBOMY;

to perform the functions and assume powers
and obligations imposed on the operator by
Russian legislation and international treaties
to which Russia is a party with respect to the
persons who are members of the
Representative office’s governing bodies and
persons (entities) establishing (exercising)
control over the Representative office;

to interact within the group of companies
with respect to the employees of the group of
companies;

to conclude, amend (as well as extend) and
perform contracts with contracting parties
that are legal entities;

implementation and performance of the
functions, powers and duties assigned to the
operator by the legislation of the Russian
Federation and international treaties of the
Russian Federation as part of control
measures;

Legal grounds for processing personal
data

The following, among others, constitute the
legal grounds for processing the PD:

the Russian Civil Code;

the Russian Labour Code;

the Russian Tax Code;

Federal Law No. 135-FZ “On compulsory
pension insurance in the Russian Federation”
dated 15 December 2001,

Federal law No. 125-FZ “On compulsory
social insurance against workplace accidents
and occupational diseases” dated 24 July
1998;

Federal Law “On compulsory social
insurance against temporary incapacity for
work and in connection with maternity leave”
dated 29 December 2006;



®enepanbHbii 3akoH oT 25.07.2002 Ne 115-
®3 «O npaBOBOM IOJIOKEHHNA HWHOCTPaHHBIX
rpaxman B Poccuiickoit @enepauun»;

®epepanpHbIi 3akoH oT 18.07.2006 Ne 109-
O3 «O MUrpalliOHHOM Y4eTe HHOCTPAHHBIX
rpaxiaad ¥ Jun Oe3 TpaxJaHCTBA B
Poccutickoti Geneparum»;

Depmepanbhbiil 3akoH o7 06.04.2011 Ne 63-
O3 «O0 3MEeKTPOHHOU OANIICHY;

DenepaiibHBI 3akoH 0T 01.04.1996 Ne 27-
D3 «00 VH/TUBH Y ATEHOM
(nepcoHMUIIAPOBAHHOM) YUYETE B CUCTEME
00513aTEMEHOTO IEHCHOHHOTO CTPAXOBAHHSY;

OenepaneHeii 3akoH ot 28.03.1998 Ne 53-
O3 «O BOMHCKOH 00513aHHOCTH M BOEHHOM
cityx0er;

«OCHOBBI 3aKOHOIATETLCTBA Poccuiickoii
Mepepauyn o HotapuaTe» or 11.02.1993 Ne
4462-1,

MenepanbHblii 3akoH oT 12.12.2023 Ne 565-
D3 «O 3auaTocTn HaceleHusa B Poccuiickoi
Denepaunny;

®enepanbHBLi 3akoH oT 28.12.2013 Ne 426-
®3 «O croenmuanbHOH OIEHKE YCIOBHI

TPyAQ;

Menepanbhbii 3akoH or 12.04.2010 Ne 61-
@3 «O6 ofpalieHHM  JIEKAPCTBEHHBIX
CPEICTBY;

3akoH P® or 07.02.1992 Ne 2300-1 «O
3allluTe MpaB TOTpedUTeNneh»;

Mepepanbubiii 3akoH oT 24.11.1995 Ne 181-
®3 «O conmanbHoll 3alUTe HHBAJIHIOB B
Poccuiickoii ®enepanumy;

Mepepanbblii 3akoH ot 07.08.2001 Ne 115-
@3 «O npoTHBOIEHCTBHU JIETAJIM3ALUH
(OTMBIBaHHMIO) ~ JNOXOIOB,  ITOMYYEHHBIX
NPeCTyNHBIM TyTeM, X (UHAHCHPOBAHHIO
TeppopH3Ma»;

i
|
depepanpHbli 3akon oT 26.12.2008 Ne 294- |
@3 «O zamuTe TpaB POPUAMYECKUX JIMI U l
HHIUBHAYAIBHBIX [peANnpUHHMAaTeneli npu E

OCYLIECTBIICHHH TOoCy JapCTBCHHOI'O

Federal Law No. 115-FZ “On the legal status
of foreign nationals in the Russian
Federation” dated 25 July 2002;

Federal Law No. 109-FZ “On registering
foreign nationals and stateless persons with
migration authorities in the Russian
Federation” dated 18 July 2006;

Federal Law No. 174-FZ “On electronic
signature” dated 6 April 2011;

Federal Law No. 27-FZ “On individual
(personified)  record-keeping in  the
compulsory pension insurance systen” dated
1 April 1996;

Federal Law No. 53-FZ “On military duty
and military service” dated 28 March 1998§;

No. 4462-1 “The Fundamental Principles of
the Legislation of the Russian Federation on
Notaries” dated 11 February 1993;

Federal Law No. 565-FZ “On employment in
the Russian Federation” dated 12 December
2023;

Federal Law No. 426-FZ “On special
assessment of working conditions” dated 28
December 2013;

Federal Law No. 61-F7 “On the circulation
of medicines™ dated 12 April 2010;

Russian Law No. 2300-1 “On the protection
of consumer rights” dated 7 February 1992;

Federal Law No. 181-FZ “On social
protection of disabled persons in the Russian
Federation” dated 24 November 1995;

Federal Law No. 115-FZ of “On combating
legalisation (laundering) of illegally gained
income and financing of terrorism” dated 7
August 2001,

Federal Law No. 294-FZ “On the Protection
of the Rights of Legal Entities and Individual
Entrepreneurs in the Exercise of State Control
(Supervision) and Municipal Control” dated
26 December 2008;



5.1,

5.2.

KOHTpOJa (Han3opa) H MYHMIWNAIBHOTO
KOHTPOJISD?,

®enepanbHblii 3akon oT 31.07.2020 Ne 248-
®3 «O rocynapcTBEHHOM  KOHTpOJie
(naazope) U MyHUUMIIAIBHOM KOHTPONE B
Poccniickoii ®enepaium»;

INpuxa3 Poc3gpaeHagsopa ot 15.02.2017 Ne
1071  «O6  yrBepxaenmu  llopsika
ocyliecTBIeHus (apMakoHan30par;

ﬂOFOBOpLI, 3aKITH0Ya€MBIC MEXay
Hpe,l'[CTaBI/ITe.HBCTBOM U €€ KOHTparcHTaMu;

JloToBOpBL, 3aKIouaeMble ¢ CyOBeKTaMH
T]Ts;

Cornacus cyorektoB [IJIH Ha 006paboTKy
I pabOTHUKOB, KaHIHJIaTOB,
POZNCTBEHHUKOB pPabOTHHKOB, DPabOTHHKOB
TpYIIIIb KOMITaHUil, TIpecTaBUTENeH
KOHTPareHTOB  —  IOPHIMYECKUX  JIHULL,
MpencTaBUTENeill  OCYJAapCTBEHHBIX U
MYHHUIIMNAJIBHBIX OPraHOB.

Od6pabGaTbiBaeMble NEPCOHANBHbIC
JaHHbIE

B [pencraBurensctBe obpabotka I1/IH
OCYIIECTBIAETCA B OTHOLUEHHU CIEAYIOLIMX
Kateropuii cydonextos 1)1

paboTHHKOB;

KaHIUIaTOB;

PONCTBEHHHUKOB PAaOOTHHUKOB,

JMII, BXOAAMIMX B OPTaHbl YNpaBIeHHA, U
ML, YCTaHABIHBAOLIMX
(OCYIIECTBIAOMIX ) KOHTPOJb B OTHOLIEHUH
ITpencTaBuTensCTRA,

paGOTHHKOB TPYMITE KOMIIAHHIH;

HpeHCTaBHTCHeﬁ KIIMEHTOB W KOHTPAT€HTOB
— HOPHANYECKUX JTHI,

MPEACTABUTENN ToCy JapCTBEHHBIX u
MYHHIUITAJIBHBIX OPraHOB,

Copepxane u o0weMm [/l
Kareropun cyOnektoB 1/l ompenensercs

5.1

xaxnoit 5.2

Federal Law No. 248-FZ “On State Control
(Supervision) and Municipal Control in the
Russian Federation™ dated 31 July 2020;

Order of Roszdravnadzor No. 1071 “On
approval of the Procedure for the
implementation of pharmacovigilance” dated
15 February 2017,

Contracts  concluded  between  the
Representative office and its contracting
parties;

Contracts concluded with personal data
subjects;

Consents of personal data subjects for
processing of personal data of employees,
candidates, relatives of  employees,
employees of the group of companies,
representatives of contracting parties that are
legal entities, representatives of state and
municipal bodies.

5. Personal data being processed

The Representative office processes the PD
with respect to the following personal data
subjects:

employees;

candidates;

relatives of employees;

persons that are members of management
bodies and persons establishing (exercising)
control over the Representative office;

employees of the group of companies;

representatives of clients and contracting
parties that are legal entities;

representatives of state and municipal bodies;

The content and volume of the PD of each of
the categories of personal data subjects are



6.1.

6.2.

6.3.

6.4.

6.5.

HEOOXOAMMOCTHIO IOCTHKEHHA KOHKPETHBIX
meneit ux o6paboTkH, HEOOXOAUMOCTBIO
[pencraBuTeNLCTBA pEAH30BaTh CROH ITPABa
H  o0sA3aHHOCTH, a TakXe T[paBa H
0053aHHOCTH COOTBETCTBYIOIIETO CYOBEKTa
T1)IH.

6. Tlopsinok u ycnoeus 06padoTkn
HEePCOHANBbHBIX NAHHbLIX

O6pabotka IlpencraButensctBoM  I1/1H
OCYILIECTBIIAECTCA IyTeM cOopa, 3aIucH,
CHCTEMATH3ALMK, HAKOTUICHHS, XPaHEHHS,
yTouHeHus  (OOHOBICHHS,  U3MEHCHHSA), |
M3BJIEYEHHUS, WCIOIb30BAHUS, TIepe]ayH
(pactipocTpaHeHns, NIPeJOCTaBIEHMS,
JOCTYTIa), OJIOKMPOBAHMS, yAaJIeHuS,
yHuuToxkenus [11H.

O6paborka I1/lv ocymecTBusgeTcs IyTeM
CMEHIAHHOH (KaK aBTOMAaTW3UPOBAHHOM, Tak
H HEeaBTOMAaTH3MPOBaHHOH) 00paboTKH, B
TOM 9HCNE C HCIONb30BAHUEM BHYTpPEHHEH
KOpHopaTUBHOM ceTH U ceTH MHTEpHET.

Hcrounukom mHpopMamme o6o Beex I1]1H
ABNSETCS HerocpencTBeHHO cyObext I1/(n.

Ecmm WHOE He YCTaHOBIIEHO
3aKOHOZATENLCTBOM Poccuiickoi
Oenepauuy, IlpenctaBurenabCTRO  BIIpaBe

monydates [1/{a cyObekra [1JJH oT Tperpux
o, HO cyOwekT [IJIH pmomken OwiTh
YBEIOMIIEH 00 3TOM.

[lpencTaBUTENBCTBO MOKET OCYLUECTBIATH
nepenady I1[In cybsexroB IIJIH TpersuM
JIHMLAM, BKITIOYAs TPaHCT paHUYHYHO Iepenayy
TJIH Ha  TeppUTOPUM  HHOCTPAHHBIX
rocy/Jlapcra, B TOM yncae, HE
00ecreunBaroIIMX aJeKBAaTHY IO 3a1UUTY 1IPaB
cyonextor I1/14, Opu yCHOBUM COOIIIOIEHNS

TpeboBaHUH, NpeaYCMOTPEHHBIX
3aKOHOAATEIIECTBOM Poccuiickoii
Denepalnn.

{IpencraBuTensCcTBO  BIpaBe  IIOPYYHTH

obpabotky [1[1H apyromy JAHIY ¢ COrnacus
COOTBeTCTRyIOmEero cybwnexra IIJ{H, ecim
HHOEC HE MpeayCMOTpPEeHO (penepabHBIM
38KOHOM, Ha OCHOBaHWH 3aKJIHOYaeMOro C
3THM JIMLOM JI0TOBOpa (NOpyYeHHd HA
obpatotky 11/IH). JlHuo, ocylecTBIAtolee
obpaborky [1[H no nopy4eHmo, o0s13aHO
co0JII0IaTh TIPUHITAIE H NTPaBHIa 00paboTKH
I11s, TIPETyCMOTPEHHEIE
3aKOHOIATENBCTBOM Poccuiickoii

6.1.

6.2.

6.3.

6.4.

6.5.

determined by the need for achieving specific
purposes of processing such PD, for the
Representative office to implement its rights
and obligations, and the rights and
obligations of the corresponding personal
data subject.

6. The procedure and conditions for
processing personal data

The Representative office processes the PD
by collecting, recording, systematising,
accumulating, storing, updating (renewing or
modifying), retrieving, using, transferring
(distributing, providing or accessing to),
blocking, deleting or destroying the PD.

PD is processed in a mixed manner (both
automatically and not automatically),
including with the use of an intranet and of
the Internet.

The source of all PD is a personal data
subject. Unless otherwise stipulated by
Russian legislation, the Representative office
has the right to obtain the PD of a personal
data subject from third parties; however, the
personal data subject must be notified to that
effect.

The Representative office has the right to
transfer PD of personal data subjects to third
parties, including transfer of such PD across
the border to foreign states, including to those
that do not ensure adequate protection of
rights of personal data subjects, provided that
the conditions stipulated by Russian
legislation have been met.

Unless otherwise stipulated by the federal
law, the Representative office has the right to
delegate processing of the PD to another
person subject to the consent of the relevant
personal data subject, under the contract
(instruction to process the PD) concluded
with such person. The person that processes
the PD further to an instruction must comply
with the principles and rules for processing
PD as provided for by Russian legislation,
keep the PD confidentiality and take required



6.6.

6.7.

6.8.

6.9.

®enepanyy,
MpHHAMAaTh
HanpaBJIeHHbIE Ha
BBITIOTHEHUS 0053aHHOCTEH,
NPeayCMOTPEHHBIX 3aKOHOAATENIECTBOM
Poccuiickoii Qenepaunu.

koH(puneHmansHocte  [11H,
HeoOXonuMbIe MEpHI,
obecledyeHye

B nopyuennmn Ha ofpabotky Il[m
TIpencTaBUTENbCTBOM YKa3BIBAOTCS
nepeuesb [1]]H, nenn o6paboTKH U epedeHs
neficteuit  (omepanuii) ¢ IL/la, kotopble
MOTYT OBITH COBCPILCHBI TIULIOM,
ocymecTBIsifoiiM - obpadorky IIJ[s 1o
MOPYYEHHUIO, YCTaHaBIHBAIOTCA ero
00513aHHOCTH mno COOJIFOICHUIO
xkonbuaenupansaoctn  T1/H, TpeGoBaHui,
MpeNyCMOTPEHHBIX YacTBIO 5 cTaThH 18 n
cratbefi 18.1 DenepajgpHOro 3akoHa OT
27.07.2006 Ne 152-®3 «0O nepcoHaNbHBIX
JAHHBIX» (nanee — «3aKoH 0 NePCOHANLHBIX
HAHHBIX»), TIPSIOCTABIEHUIO NOKYMEHTOB H
uHOlt  HHGOpPMaLMY,  [OATBEPKIAOMIEH
NpUHATAE Mep W CoONIofeHHe B LE/IX
UCTIONIHEHUS [IOPYYECHUS oreparopa
TpeOOBaHNUH, YCTaHOBJIEHHBIX B
COOTBETCTBHH CO cTaThell 6 3akoHa o
NEepPCOHANBHBIX ~ TAHHBIX [0 3alpocy
TIpencraBuTenscTBa B TEYEHHE  CPOKA
HelicTBAA MOpPYYeHWSA, B TOM YHCIE [0

obpab6otkn  [1lH, mno  obecredeHno
OesonacrocTH T1J[H npu ux obOpaborke, a
TaKxe TpeboraHuA K 3aLHATe

obpadarbiBaeMbix [I[[H B COOTBETCTBHH C
3aKOHOAATEILCTBOM Poccnlickoit
®emepauyn, B TOM unciie TpeboBaHHEe 00
YBEIOMIIEHUH [IpeacraeuTenscTBa 0
Cy4asX, OpeIyCMOTPeHHBIX dacThlo 3.1
crathi 21 3akoHa O NMEPCOHANBHBIX AaHHBIX,

TIpu obpabotke 11/1H B IlpencraBuTENnECTBE
cOOMONAIOTCA YCJIOBUS, 00ECIEUNBAIOIHAE
COXPaHHOCTH U KoH(puneHIManbHOCTh T1]IH.

[IpencraBuTenbCTBO HpeNpPUHUMAET |
HeoOXoauMBbIe TeXHHUECKHE H {
OpraHU3allMOHHBIE MEPBI B COOTBETCTBHH C
3aKOHOJATEIILCTBOM Pocculickoii ,
Oepepauyn B obmacti TIJIH ¢ 1ensro
obecrieueHusa 1504 3aIIUTHI oT
HECAHKLIMOHUPOBAHHOTO ~ JocTyma, |
H3MCHEHHSA, PACKPBITHS WK YHHYTOKEHHS.

Patdoravkn TlpencTtaBUTeNnbCTBA, a TakKXKe
WHBle JHUA, nomxyuupwire jgoctyn k TT/H,
MPUHUMAIOT o00s3aTeNnbCTBa 1o

6.6.

6.7.

6.9.

measures 1o ensure that the obligations
stipulated by Russian legislation are met.

In the instruction to process the PD, the
Representative office will indicate the list of
PD, the purposes of the processing and the list
of actions with the PD the person who
processes the PD further to an instruction is
entitled to perform. It will also establish the
obligations of such person to keep the PD
confidentiality, comply with the requirements
stipulated by Article 18(5) and Article 18.1 of
Federal Law No. 152-FZ of 27 July 2006 “On
Personal Data” (hereinafter, the “Personal
Data Law”), provide documents and other
information that confirm taking measures and
complying with the requirements stipulated
by Article 6 of the Personal Data Law upon
the Representative office’s request and
during the term of the instruction (including
the period before the PD processing) for the
purposes of executing the operator’s
instruction and ensure the safety of the PD
during their processing, as well as the
requirements for the protection of processed
PD under Russian legislation, including the
requirement to notify the Representative
office of the events stipulated by Article
21(3.1) of the Personal Data Law.

When it processes PD, the Representative
office must comply with the conditions
securing safety and confidentiality of the PD.

The Representative office will undertake all
necessary technical and organisational
measures under Russian legislation in the
area of PD in order to secure safety against
unauthorised access, modification, disclosure
or destruction.

The Representative office’s employees and
other persons who were granted access to the
PD will assume obligations to ensure
confidentiality of the PD being processed.



6.10.

6.11.

7.1.

7.2

7.3.

ofecreHeHHIO KOH(UIEHIHATIBHOCTH
obpabarsiBaemsIx [1/1n.

Xpanenwe T1/IH ocymecTensgercad B dopme,
TIO3BOJIIIOLLE I HUICHTHUITNPOBATE
cyOsekta T[lH, HO He MOIBINE, YEM ITOTO
TpeOyIOT menu ux oOpaboTky, ecld WHOM
CpPOK HE YCTaHOBJEH 3aKOHOIATENECTBOM
Poccuiickoii ®enepanyy UM JAOTOBOPOM,
CTOPOHOH KOTOpOro,
BBIFOIONIPHOOPETATENIEM HIM NODPYYNTENEM
0 KOTOpoMY siRsieTcst cyobexT IT/1H.

Yanuroxkenue [1JJH mpomssogures mocne
JIocTH/XkeHus Leneit mx obpaboTku, B cirydae
yTpaTbl HEOOXOAMMOCTH B JIOCTHXEHHH
eselt oOpaboTKH MM 10 OKOHYaHHH CPOKa
XpaHeHus I1/n, YCTAHOBIIEHHOTO
(demepatbHEIM  3aKOHOM MWIIM  JIOTOBOPOM,
CTOPOHOIA KOTOpOro,
BRITOAONIpHOOpETaTENeM HIIH MOPYHYHTENEM
Mo KOoTopoMy siBnsercs cyOobext [1)1H.

7. AKTyaJam3auH#, HCIIPABJIEHHE H

YHHUYTOXKEHHE NEPCOHATBHBIX XaHHBIX

IpencTaBUTENBCTBO NpeanpuHuMaeT
pasyMmHble  Mepbl  UId  TIOAAEPXKAHNS
TOYHOCTH 1 aKTYaJIbHOCTH 00padaThlBaeMbIX
[1/1H, a Takke WX yJajleHus B CIydJasx, eCIH
OHU TIPH3HAIOTCS YCTapeBLUUMHY,
HEJAOCTOBEPHRIMH WM W3JIHIIHAMHA, 1ubo
€CITH JOCTHTHYTHI LIENH UX 00paboTKH.

B ciyuae oGHapykeHus (aKTa HETOUHOCTH
I/TH AIH HEMPaBOMEPHOCTH MX 00padoTKH,

[lpenctaBurensCTBo  00%3aHO  MPOBECTH
aKTyamM3alMIo  HAM  OPEKpaTtuTb — HX
00paboTky.

Obpabotka I0n TpeKpamacTes |
[pencTaBUTENLCTBOM B CIENYIOIIEM |
mopsoke M cpoku (eciM  HHOEe  HE |
TIPEeyCMOTPEHO 3aKOHOZATENILCTBOM

Poccuiickoii ®enepaunn):

6.10. The PD should be stored in a form which

6.11.

7.1.

7.2.

7.3.

allows the personal data subject to be
identified, but not for a longer period than
required for the purposes of processing the
PD, unless another period is set by Russian
legislation or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

The PD will be destroyed once the processing
purposes have been achieved if such purposes
are no longer needed to be achieved or after
the PD storage period expired as set by the
federal law or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

Updating, correcting and destroying
personal data

The Representative office will undertake
reasonable measures to maintain the PD
accurate and updated and to delete it if the PD
is recognised to be obsolete, inaccurate or
redundant, or if the purposes of processing
the PD have been achieved.

If it is discovered that the PD is inaccurate or
its processing was illegal, the Representative
office will have to update the PD or cease
processing such PD.

The Representative office will cease to
process the PD by the following procedure
and within the following timeframes (unless
Russian legislation provides otherwise):



MPH BRISIBIIEHHH HENPABOMEPHBIX JeiiCTBHI C
Il B cpok, He TPEBBIIAMIAN Tpex
pabounx mHelf ¢ AaThl TAKOTO BEHIABJIEHH,
IIpencraBuTensCTBO YCTpaHieT
JONYyIeHHBIe  HapylieHud. B cioyuae
HEBO3MOKHOCTH YCTPaHCHHs JOIYIICHHBIX
napyurennii TTpeacTaBUTeNbeTBO B CPOK, HE
MpeBBIUalOmmii fecaTd padounx AHeH ¢
JIaTh! BBISBIICHHS HempaBOMEPHOCTH
neiicteuii ¢ I1[H, ynuuroxaer [1JH. O6
yCTpaHeHHH JIOTIYIEHHBIX HapyLIeHWH Wix
006 yauutoxeHnn [11H IlpencraBuTennCcTBo
yeenommser cyOwekta IIJlH mimm  ero
3aKOHHOTO TIPEICTABUTENS, & B CIIydae, eclin
obpallienre niK 3anpoc ObLIA HAaNpaBIeHE! B
VIIOJTHOMOUEHHBIH Oprad 1O 3aliuTe npaB
cybwekroB [1/1H, Taroke 3T0T opray;

opu  AocTrkeHHH uenn obpaborku I1/dn
[NpencTaBUTENBCTBO MPEKpalaeT 06padoTKy
T1I6 1 yHHYTOXKAeT cooTBeTcTRYonme 11J[H
B CPOK, He [IPEBBILIANONINI TPHAUATH JHEH ¢
JIaThl OCTIDKeHNd uenu obpadotku [1/1H;

mpu ot3eiBe cyOpexroM [1/[H cormacus Ha
o6pabotky croux I1J1H TlpencraBuTEnsECTBO
npekpamaet odpadorky [T/ v yHHuTORKAET
(3a ncxmovenneM [1]1H, KOTOpbIe XpaHATCS B
COOTBETCTBHU c JIeACTBYIOIHM
3akoHodarenbeTBoM) TIJ[H B Cpok, He
MPEBBILAIOMHAN  TpUALATH OHEH ¢ JaTel
IIOCTYTUIEHUs YKA3aHHOIO OT3BIBA; I
npa  obpawmenun  cyObexkra IIJlg x ‘
[lpencraBuTenscTBYy ¢ TpeboBaHMEM ©
MIPEKPaLLEHHH o0paboTkn IH,
TpencraBnTeNnsCTBO IIPEKpalaeT o0padoTKy
ITs u yuuutoxkaer [1/1H (3a AcknroveHneM
1118, 0OpaboTka KOTOPBIX  MOXET
OCYIIECTBIIAThCA 0e3 corjacwmsi cyObekTa
118, a MMEHHO B clydasx,
TMpeIycMOTPeHHbIX IyHKTaMHK 2 - 11 gacTi 1
CTaThH 6, UacTeio 2 crathi 10 U 4yacThio 2
crarei 11 3akoHa 0 NepcoHasbHbIX 1aHHBIX)
B CPOK, He TIPEeBBIIAOIN qecaTH padodux
THEl ¢ AaThl NO1Y4EHHs COOTBETCTRYIOIIETO
TpeboBaHus. YKa3zaHHBIH CPOK MOKET OBITh
TIpoJJieH, HO He 6oJiee YeM Ha TATh pabodnx
JHeii B cITyJac HaIpaBIeHHA
TIpeacTaBUTENBCTBOM B ajpec CyObekTa
I1JlH MOTMBHPOBAHHOTO YBEIOMJICHH1 C
YKa3aHHEM MPHYMH  OPOMJIEHUS  CpoKa
mpeKpalleHuss o0paboTKH M YHHYTOXKEHMS

Tn.

if any unlawful actions with the PD are
revealed, the Representative office will
rectify the violations within the period not
longer than 3 business days after such actions
have been revealed. If the Representative
office does mnot rectify the violations
committed within the period not longer than
10 business days after the day when the
illegal actions with the PD were revealed, it
will destroy the PD. The Representative
office will notify the personal data subject or
his/her legal representative of the destruction
of the PD, and, if an application or request
was forwarded to a competent authority
responsible for the protection of rights of
personal data subjects, notify the competent
authority as well;

once it achieves the purposes of processing
the PD, the Representative office will cease
processing and will destroy the relevant PD
within the period not longer than 30 days
once the purposes of processing the PD were
achieved;

if a personal data subject revokes his’her
consent to have his’her PD processed, the
Representative office will cease processing
the PD and destroy it (except for the PD that
must be stored under effective legislation)
within the period not longer than 30 days
once the relevant revocation has been
received.

if a personal data subject demands that the
Representative office cease PD processing,
the Representative office will cease
processing and destroy the relevant PD
(except for the PD that does not require the
PD subject’s consent for processing, namely
in the events provided for by paragraphs 2-11
of Article 6(1), by Article 10(2) and Article
11(2) of the Personal Data Law) within the
period not longer than ten business days once
the relevant demand has been received. This
timeframe can be extended but for no longer
than five business days if the Representative
office serves a motivated notice to the
personal data subject, including the reasons
for the extension of the term to cease PD
processing and destroy such PD.



7.4.

7.5.

3.1.

8.

B cayyae OTCYTCTBHS  BO3MOXHOCTY
YHUUTOKeHus [1[ln p TCYCHHE YKa3aHHbIx
CPOKOB HPE,HCTaBHTeHBCTBO OCYIIECTRIIseT
Onokupoganye TaKHx I10u HIIN
obecneunnaer py 6i0KHpoBanne u 3arem
obecrieunpaer YHEUTOKeHue [T)]H B CPOK He
Gomee uey HeCTE Mecsiuen, ey HHOH cpok
He YcTaHOBNEH 34aKOHOAATENbCTROM
Pocceutickoit Denepaipiy,

Yunurosxemyze IHis nonsxmo NIPOU3BOONTECS
Crnoco6om, HUCKIMIOYa¥o1my nanbHelInyo
00paboTky raky H.

Mpaga g 0bs3annocTH cy0beKTOR
NepconantuLIxy gapyLix

Cy6nexr s mveer npow,
UHpOpManuy, Kacaromeyi,.
HpeﬂCTaBHTeJILCTBOM eroI[1/ln, 5 4.,
conepxamei:

AnaR gy

‘T;'J\/ch

noaTeepxgenne Qaxra 00paborky I y;

e u npumensiemye HpeﬂCTaBHTeJILCTBOM
CIOCOORT 00padorky I H;

HaI/IMeHOBaHHe H MeCTOHaXO)KJ]eHH c

|

HpeﬂCTaBHTeHBCTBa, CBEICHUA 0 nunax (3a |

UCKITIOYe e
Hpe,ZICTaBHTeJ'IBCTBa), KOTOpEBIe
AoCTyn x IMJH KOTOpsM MoryT GEiTH
PacKpeITer 1[Iy ga OCHORaHuy Al0TOBOpa ¢
Hpe,L[CTaBHTeJIBCTBOM AWM Ha ocHOBamup
denepanrrore 3aKOHa;

nepevens 00pabatsiBaeny IH cy6uexra
I']in, HCTOYHHK 1y Hony4enus, ecnp HHOI]

npenycmorpey benepansupy 3aKOHOM;
CPOKH 00paGorky I/TH, B Tom HHCTe cpoxn
HX XpaHeHus;

mopsnox OCyliecTBIeny CyObekToM I

fpag, HpenycMoTpenyp
38KOHOJATENECTROM g obnacty I In;

PabotHukop |

7.4.

7.5.

Ha monyvyenue §.1.

Ifit proves to be Impossible to destroy the pp
within  the above timeframes, the
Representative office wi]] block the pp or

Rights angd obligations of personal datg
subjeets

A personal datg subject has 3 right to recejve
information concerning the Processing of
Zinther py> by the Representative office,
including the information containing:
confimation of the fact that the PD js
processed;

i< tegal o3 ounds and purposes for processing
the PD;

the purposes  and the methods  the
Representative office uses to process the PD;

the name ang location of the Representative
office, information about the persons

(exc]uding the Representatjve

the timeframes for processing the PD,
including the storage time for it;

the procedure for the exercise of rj ghts by the

personal data subject as provided for by PD
legislation;

10



8.2.

8.3.

8.4.

8.5.

HHGOPMar 06 ocymecrenenyoi HIH o
Npeanonaraemoi TPaHcrpanny g epenaye

Mopydeny Takomy ngy;
MHGOpMa o criocobax HCHOMHeHNg
Hpe,IICTaBHTeJ'IBCTBOM 06;13aHHocreﬁ,
YCTaHOBTenyLx Cratbelr 18] 3akona o
Hepconapugy ZaHHEIX;

MHble CBeIeHns, Apenycmorpengpre
3aKOHOMATe b CTRON B 0Bacty .

Cy6rexr 1T]1n Blpage Tpe603ar§ or
Hpez[craBHTenLcha YTOUHeRus ero 0y, ux

HenonmHEmMy,
HeTouHpMy, He3akoHyo
HIIH He ABIAIOTCY
uis 3aABNeHHO}} neny
TaKxke TIpHHUMATE
3aKOHOM MEpsl 10

ycrapeanMH,
Iomyvensrmvy
HeOOXO0 MMV
00patoriy, a
IpenycMorpenmgye
3amure cpopy Tipas,

Ecmn cyppepr in
HpeI[CTaBHTeJIBCTBO OCymecrrnger
o6pa60TKy €ro Iy ¢ Hapymenpey
TpeGosaniii SaKOHO,ZIaTeJIBCTBa,
s BlpaBe  o6xasopary, ACHCTBHA iy
OesneiicTape HpeI[CTaBHTeHLCTBa B
YOOIHOMOYeHRy,j; OPrav 1o sampre npag
CyObexToR I8 vy g Cynebraom Tiopsnke.

CiuTaer, yro

Ipapo CyGhexta Iy wa AOCTYN K erg Iy
MOKeT GhITp, OrpaHityeno g COOTBeTCTRYUY

(beﬂepaﬂLHmMH 3aKoHaMp Poceuticxoii
Denepay,

Cy6nexr I1lH 06534y

npenocrarmgry, HpeJICTaBHTeJIBCTBy
AocToREpHEIE )g;

CBOEBpeMengo Co00IIaTE

HpC,ZICTaBI/ITeJIBCTBy 06 H3MEHeHHsx y
AONOMHeRAsXK cpoyy I11g;

OCYIUECTRIIATE cRoy 1IpaBa B cooTrercrmyy c
3aKOHOM, HOpMaTHBHE My
TIPABOBEIMY AKTamMu  y JIOKaTbHbIMY
HOpMaTuBHEMy aKTamy HpCIICTaBPITeJIBCTBa
B 00nacty 06paborky i SAmMTsI I,
HCTIONHSTR HHble 06513aHHOCTPI,
HpenyeMorpennge SAKOHOM,  pgypy

. 8.2,

—

8.3.

84

8.5.

- bersonal data, block

information about the Cross-b¢,
PD which hag been performe,
contemplated,

the fyu]] nhame and address of

office’s instruction jf such person ;.
instructed to perform the Processing;

information about the methods thy
Representative office uses o berform
obligations stipulated by Article 18.1 of
Persona] Data Law;

other information for  which the PL
legislation brovides,

Representative office adjust his o her
Or destroy it jf the
is incomplete,

Personal datq

The persona] data subject’s right to access
his/her PD can be limited ip accordance with
Russian federal laws,

A personal data subject is oblj ged:

o provide to the
accurate PD;

Representative office

to promptly inform the Representative office
of any changes or additions to his/her PD;

to exercise his/her rights in accordance with
the law and other regulations ang by-laws of

to perform any other obligations ag provided
for by the law and other regulatory
11



9.1

9.2,

HOPMATHBHBIMH  nipaBoggmy aKTaMu u
JMOKANBHEIMH  HOpMaTHBHLMY aKTamm |
HNpencrasnrenscrpa g obmactu 06paGotky u
3amuTe! I1/x.

9. Npasa n obs3annoCTH
Hpencrasurenncrsa

1Ipu OCYIIeCTBICHHHY o0paGotkn s 9.1.

npe,ZlCTaBHTeJIBCTBO BOpaBe:

|
!

YCTaHABIHBATH mpasmna 06paborku Ius -
Hpencranmenbcme, BHOCHTE M3MeHeHms u
AOTOIHEHNA B JloKanpHEe HOPMaTHBHBe |

aKTEHl, CaMOCTOATENEHO B pamkax |
TpeboBaHuif 3aKOHOJATeNLCTRa
PaspabateiBate g UPHMEHATE  (hopme |
JIOKYMEHTOB, HeoOXomnuMmerx st
MCNIONHEeHHs 06s3aHHOCTElf oneparopa I1)Ix;
OCYMIECTRIIATE HHbIe npaBa, -
OpenycMoTpennpie 3aKOHOM, HHBIMU

HOPMAaTHBHEIME  TipagoRpmy aKTamMm  u
JIOKaIbHBIMY HOPMATUBHEIMH  agTamy
[pencraeurenscrsa B obmacty o6paborkm
3amuTe! [Ty

Ipn OCYHIEeCTRIICHAH 06paborku e 9.2,
Npencrasurensergo 00s3an0:

obecrieunrars, obpaborky mau -
HCKIIFOYATENEHO B UEJIX, ANt KOTOPEIX Gy
OCymectBnen c6op [1]In;

HONY9aTh OT Cy6hekTa Hu cornacue ma -
00paborky ero IOs, B TOM qucie B
IMICBEMEHHO hopme, B cliyqasx,
YCTaHOBNEH R 3aKoHOmaTempcTBOM,
Pa3bACHATL cyGpexry Iou topramueckye
TIOCNEACTRUA oTKaza nars cornacue Ha mx
o6pabotky;

salmimare Tl or ux HeNpaBoMepHoro
HCTIONb30BaHUY My YTpaTh;

M3MEHATB, OOHOBIATE p YIOUHATE [T/[H -
cyOBekTon T T

YBemoMIaTs YHONHOMOYEHHEI} opram mo -
3amuTe  npap cybnexTor s o6
YCTaHOBNEHUN (hakra HeNpaBOMepHoOlt nmy
CinyyaiiHoii nepenaun (Hpe,IIOCTaBJIeHHSI,
bacnpocrpanenus, Aoctyna) I10n,
TMOBNekuIel  uapymenye NpaB  cyOmekToR
IT1n, B CPOKH, YCTaHOBIIEHHBIE
3aKOHOJATEIECTBOM Poccniickoii
(DeﬂepaHHH;

obecneynrars, B3aumogeiicrene c -
TOCynapcTBennoit crcremoi 06Hapy>1ceHH51,
lpeaynpexneqs H THKBHIANHN
nocnencremii KOMIILIOTEpHEIX  atak  wg
nHpopManonnLe pecypert  Poccniickoii

instruments, and under interng] regu
documents of the Representative office 1.
area of the processing and protection of P

9. Rights and obligations of the
Representative office

When it processes the PD, the Representative
office has the right to:

within  the framework of the statutory
requirements, establish rules  for the
processing of PD in the Representative office,
amend and supplement the regulations, draw
up and implement by itself templates of
documents required to perform  the
obligations of an PD operator;

exercise any other rights as provided for by
the law and other regulatory instruments, and
under internal regulatory documents of the
Representative office in the area of the
processing and protection of PD.

When it processes the PD, the Representative
office is obliged to:

ensure processing of the PD solely for the
purposes for which the PD wag collected;

obtain consent from gz personal data subject to
the processing of his/her PD, including in
writing in cases established by legislation and
clarify to the personal data subject the legal
implications of his/her refusal to give consent
to such processing;

protect the PD from unlawfiy] use or loss;

amend, renew and update the PD of personal
data subjects;

notify the authorized body responsible for
protecting personal datg subjects’ rights of
any established fact when the PD were
unlawfully or unintentionally transferred
(provided, distributed or accessed), with such
transfer leading to the violation of the rights
of personal data subjects, within the
timeframe stipulated by Russian legislation;

ensure interaction with the state system for
detecting, preventing  and eliminating
implications of computer attacks on Russian
information resources, including informing
the authorized body responsible for security

12



10.1.

10.2.

Denepauymy,  Brmouag UH(OPMHpOBaume
YIOTHOMOYEHHOTO  OpraHa obnacri
obecrieyenns Besonacnocty 0
KOMTIBIOTEPHbIX HHOMAEHTAX, MOBNEKIIX
HETIPaBOMepHy1o niepenaqy
(HpeIlOCTaBHeHHe, pacnpocrpanenne,
Aoctyn) Ila s lIOpsAnKe, onpenereHroM
YIONTHOMOYCHHBIM ~ OpraoM g obuactn
obecrieyenus besomacnocry;

HCTIOJTHATE HHble 00s3aHHOCTH,
OPenycMOTperHsIe 3aKOHOIATENIBLCTBOM
Poccuiickoii Qenepap i JIOKaIbHBIMH
HOPDMaTHBHBIMY akTamp Ilpencrasurenscrra
B obnactu o6paboTki 1 3alHTel [T/H.

10.  OrtBers: na 3anpock! cyéLekTon
NIEPCORANLHBIX NaHHBIX
Ilpencrasurenscrro NpPenocTaBnser
cyosekty I11H  orper ma 3anpoc o
TonydeHun  nudopmampy, Kacarowieiics
o0pabotku  ero In, Ha ocuoranmy
COOTBETCTRYIOLIErO ITMCEMEHHOTO

3a4BIICHVA CYOLeKTa I n.

Agpec s obpautennii cyGrexTon I &
Hpencrasurentcreo o BONpOCamM
06padorku IT][u:

109147, ropon Mockea, Taranckag VIHITa,
noM 17-23

10.

10.1.

10.2.

about computer incidents as a result of \
the PD were unlawfully  transfc
(provided, distributed o accessed),
accordance with the procedure set by su,
authorized body responsible for security;

perform any other obligations as provided for
by Russian legislation and internal regulatory
documents of the Representative office in the
area of the processing and protection of the
PD.

Responses to the requests of personal data
subjects

The Representative office will reply to the
personal data subject to his/her inquiry
regarding the information related to the
processing of his/her PD based on the
relevant written application of the personal
data subject.

Please find below the address for applications

of personal data subjects for the
Representative  office regarding  the
processing of the PD:

109147, Moscow city,
building 17-23

Taganskaya street,
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