
Contractors, suppliers and customers – Privacy Notice
This Privacy Notice applies to suppliers, customers and service providers, and their representatives.
Who is the controller of your personal information?
For the purposes of this Privacy Notice, Institut Produits Synthèse (IPSEN) AB, corporate identity number 556701-3106, Färögatan 33, SE-164 51 Kista, Sweden (“Ipsen”, “we”, or “us”), acts as the data controller for the personal data processing described herein in relation to interactions and business relationships with suppliers, contractors and customers in Sweden, Norway, Finland and Denmark.

What personal information do we collect about you?
Depending on our relationship with you, we collect, use and store the following types of personal data about you:
· Contact information, name, email address, telephone numbers, postal address
· Job function, title, job title and company details and relevant business activity records
· Professional qualification or certifications or status information, as relevant 
· Payment details, bank account details 
· Records and results of any Health and Safety or Security training undertaken (if visiting our sites)
· Car registration, picture and badge number and CCTV footage (if visiting our sites)
· System login information (if working on our systems)

Why are we allowed to collect and use your personal information?
	Legal bases
	Purposes

	Article 6 1 (f) Legitimate interests 
	We will process your personal data, where relevant to the activity, for Ipsen’s legitimate interests in undertaking the following: 
· Sharing data as needed as part of a tendering or contracting process.
· Evaluating third-party suppliers to Ipsen in order to identify and mitigate any potential risks, such as using contact information to issue and evaluate risk assessment questionnaires and/or look-up supplier entity information on third-party industry databases. 
· Managing health and safety and security at our sites, including giving access to, and recording information about training we require and CCTV recordings.
· Giving access to relevant IT resources, tools, and systems.
· Providing customer service support and dealing with enquiries.
· Managing audit and declaration requirements.
· Giving you access to our systems as needed for your interaction with us.
· Checking qualifications or certifications where relevant.
· Dealing with possible misconduct or fraud cases.

	Article 6 1 (b) Contract 
	We will use your personal data to manage any contracts we have with you directly, to facilitate the contract and manage payments. 

	Article 6 1 (c) Legal obligations 
	Your personal data may be used where necessary, to comply with legal obligations in relation to Health and Safety requirements, such as keeping records of training or incidents. 



Where do we get your personal data from?
We collect data about suppliers, customers and service providers either directly from individuals or from their employers. We also collect personal data through our building access systems, training records and through CCTV on sites. We may also collect information from third party industry databases as part of our due diligence activities. 
With whom do we share your personal information?
Information related to you will only be accessed by employees at Ipsen with a relevant and tangible need to see your information. Information related to you may also be made available to other entities within the Ipsen group of companies for the purpose of managing our activities with you. 
We will also, as necessary, share data with third parties who work with Ipsen to support our activities, for example, audit providers, distributers, payment processors, external lawyers, IT service and system providers. Your personal data may be made available to third parties who work with Ipsen to help provide industry-wide business and/or sustainability ratings, including on Environmental, Social & Governance (ESG) factors. For example, EcoVadis SAS or EcoVadis Inc. These third parties are obliged to protect the security and confidentiality of any personal data and comply with data protection legislation. 
How long do we keep your personal information?
We will only retain your information in order to meet our operational needs and to comply with legislative requirements for retention in line with Ipsen’s retention policies. 
How do we protect your personal information?
To prevent unauthorized access, maintain data accuracy, and ensure the correct use of information, Ipsen and its third-party service providers have put in place appropriate physical, electronic, and organizational procedures to safeguard and secure the information we collect.
Transfer of personal data outside of your home country?
We work all over the world. Therefore, personal data may be processed, accessed, or stored in a country outside the country where you are located, which may not offer the same level of protection of personal data as your home country. 
When we transfer personal data to external companies in other countries, or across our International Ipsen entities, we will protect personal data by putting in place appropriate contractual agreements. When we transfer personal data from Ipsen companies in the European Economic Area (“EEA”) to a third country without an adequacy decision from the EU Commission, we will do so on the basis of standard contractual clauses approved by the European Commission. Similarly, we will protect personal data transfers from other countries including the UK and Switzerland using appropriate contractual clauses approved by the relevant authorities in those countries. 
What are your rights regarding your information?
You may have the following rights regarding your information depending on the circumstances and applicable legislation:
	Right
	What does this mean?

	1. The right of access
	You have the right to obtain access to the information processed by Ipsen.

	2. The right to rectification
	You are entitled to have your information corrected if it is inaccurate or incomplete.

	3. The right to erasure
	This is also known as ‘the right to be forgotten’ and, in simple terms, enables you to request the deletion or removal of your information where there is no compelling reason for Ipsen to keep using it. This is not a general right to erasure; there are exceptions.

	4. The right to restrict processing
	You have rights to ‘block’ or suppress further use of your information in certain circumstances. When processing is restricted, Ipsen can still store your information, but may not use it further.

	5. The right to data portability
	You have rights to obtain and reuse your personal data in a structured, commonly used, and machine-readable format in certain circumstances.  

	6. The right to object
	You have the right to object to certain types of processing, in certain circumstances.

	7. The right to withdraw consent 
	If we are using your personal data on the basis of your consent, you have the right to withdraw that consent at any time. 


If you would like to exercise any of these rights, please use this form.
If you would like to ask us about how we handle your personal data, you can contact our Global Privacy team by contacting dataprivacy@ipsen.com
If you are not satisfied with how Ipsen is handling your personal data, or you think that our processing is not compliant with data protection laws you have the right to complain to the relevant data protection supervisory authority.  

Additional country-specific information (Nordics)
The following additional provisions apply depending on the country in which the relevant engagement, business relationship, or interaction with suppliers, contractors, or customers takes place
Sweden
· Supervisory authority: Swedish Authority for Privacy Protection (IMY). Website: www.imy.se/en. Email: imy@imy.se
· Personal identity numbers: Swedish personal identity numbers (personnummer) or coordination numbers (samordningsnummer) are processed only when clearly justified by the purpose, the importance of secure identification, or another substantial reason, or where permitted by Swedish law.
Norway
· Supervisory authority: Norwegian Data Protection Authority (Datatilsynet). Complaints info: https://www.datatilsynet.no/en/about-us/contact-us/how-to-complain-to-the-norwegian-dpa/
· National identity numbers: Norwegian national identity numbers (fødselsnummer) are processed only where there is a legitimate need for unequivocal identification and the number is necessary.
Denmark
· Supervisory authority: Danish Data Protection Agency (Datatilsynet). Email: dt@datatilsynet.dk. File a complaint: https://www.datatilsynet.dk/english/file-a-complaint
· CPR numbers: Danish CPR numbers are processed only where permitted by Danish law or with explicit consent, and solely for purposes requiring unambiguous identification (Section 11).
Finland
· Supervisory authority: Office of the Data Protection Ombudsman. Email: tietosuoja@om.fi. Website: https://tietosuoja.fi/en. Postal: P.O. Box 800, FI‑00531 Helsinki
· Personal identity code (HETU): Finnish HETU is processed only with consent, where provided by law, or where important to uniquely identify the data subject for specified purposes permitted by Finnish law; avoid unnecessary inclusion in printed documents.
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